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The application proposed allowing 10 NSA analysts access to the
database.238 The NSA analysts were to be briefed by the NSA Office of
General Counsel concerning the circumstances under which the database
could be queried, and all queries would have to be approved by one of seven

senior NSA officials.239 {FS//SH-NF—

The application explained that the bulk collection woul i
with particular e-mail addresses in order to conduct chainin
The application

proposed that queries of the e-mail meta data archive would be performed
when the e-mail address met the following standard:

based on the factual and practical considerations of everyday
life on which reasonable and prudent persons act, there are
facts giving rise to a reasonable articulable suspicion that a

ﬁarticular known e-mail address is associated wi

Under the PR/TT application, the

iovernment iroposed that it be authorized under FISA_

to use the reasonable articulable s
the database with specific addressing informatio

In addition, the NSA proposed applying the minimization procedures
in the United States Signals Intelligence Directive 18 (USSID 18) to minimize
the information reported concerning U.S. persons. According to the
application, compliance with these minimization procedures would be

238 At the government’ ber of NSA analysts was increased to 15
when the Order was renewed ES1-SHNF

239 When it granted the government'’s application, the FISA Court noted that in
conventional pen register and trap and trace surveillances a court first reviews the
application before a particular e-mail account can be targeted. The FISA Court stressed the
importance of the NSA Office of General Counsel’s obligation to ensure that the legal

adequacy for such queries was met. ={F3/#SH/NF—
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monitored by the NSA’s Inspector General and General Counsel. The
government also proposed that in each renewal application the NSA would
report to the FISA Court on queries that were made during the prior period
and the application of the reasonable articulable suspicion standard for
determining that queried addresses were terrorist-related. {LS/A/SHANE}

The application and supporting documents explained how the NSA
intended to use the collected meta data. The NSA sought to use the meta
dat to apply sophisticated
algorithms to develop contact chaining 1240 In the
application, the NSA estimated that through external intelligence gathering
and internal analysis it would meet the proposed querying standard on
average less than once a day. The NSA further estimated that these queries
would generate approximately 400 tips to the FBI and CIA per year.241 Of
these tips to the FBI and CIA, the NSA projected that 25 percent would
include U.S. person information, amounting to leads including information
on about “four to five U.S. persons each month.” {FSAHSH/NF-

4, Judge Kollar-Kotelly Raises Questions about PR/TT
Application {TS//SIL//NE)}

On_ Judge Kollar-Kotelly wrote Baker to inform him

that she was considering the application and was in the process of
preparing an opinion and order in response to it. She wrote that before the
opinion and Order could be completed, however, she required written
responses to two questions:

(1) Apart from the First Amendment proviso in the statute (50
U.S.C. § 1842(a)(1), (c)(2)), what are the general First
Amendment implications of collecting and retaining this
large volume of information that is derived, in part, from the
communications of U.S. persons?

(2) For how long would the information collected under this
authority continue to be of operational value to the
counter-terrorism investigation(s) for which it would be

collected? {FS/ASLL/INE)

Baker responded in a letter to the FISA Court on_
Concerning the first question, Baker’s letter asserted that the proposed

240 These analytic tools are discussed in Chapter Three. (U)

24l The NSA arrjyed at this estimate based on the assu jop that each query could
be expected to generatciiilile-mail addresses “one level out,” an addresses “two levels
out.” The overall number of direct and indirect contacts with the initial seed address would
be significantly reduced using “analytical tradecraft.” {FS//SLL/NE}
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collection activity was consistent with the First Amendment and that he

could find no reported decisions holding that the use of pen register and
trap and trace devices violated the First Amendment. {FSAASH/NE)

In his letter, Baker argued that although the meta data collection
would include entirely innocent communications, a good-faith investigation
does not violate the First Amendment simply because it is “broald] in
scope”™ (quoting Laird v. Tatum, 408 U.S. 1, 10 (1972)). He also wrote that
the use of the collected meta data would be “narrowly constrained” because
the querying standard for the meta data would be subject to a “reasonable

articulable suspicion” of a nexus to FSHSHAE-

Regarding Judge Kollar-Kotelly’s second question concerning how
long the collected meta data would continue to be of operational value,
Baker wrote that, based on the analytic jud
information would continue to be relevant to for at
least 18 months. Baker also advised that the NSA believed the e-mail meta
data would continue to retain operational value beyond 18 months, but that
it should be stored “off-line” and be accessible to queries only by a
specially-cleared administrator. Baker proposed that 3 years after the
18-month timeframe, or 4% years after it is first collected, the meta data

could be destroyed.242 (FSAHSH/NE)

5. FISA Court Order (U)

In response to the application and follow-up questions, on July 14,
2004, Judge Kollar-Kotelly signed a Pen Register and Trap and Trace
Opinion and Order based on her findings that the proposed collection of
e-mail meta data and the government’s proposed controls over and
dissemination of this information satisfied the requirements of FISA.

{T8/HES//SL/NE)-

The Order granted the government’s application in all key respects. It
approved for a period of 90 days the collection within the United States of
e-mail meta data The Order
also required the government to comply with certain additional restrictions
and procedures either adapted from or not originally proposed in the

application. {FSAAHCS//SLL/NE)

In the Order, the Court found that the information to be collected was
“dialing, routing, addressing, or signaling information” that did not include

242 O_ the FISA Court issued an order authorizing the NSA to

maintain bulk meta data on-line for 4% years after which time it must be destroyed.
According to the NSA Office of General Counsel, the NSA still follows this retention

procedure, {FS/AHGCS/ASH/NEL
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the contents of any comm ion. The Court stressed that it was only

authorizing collection of th categories of information delineated in the
application, but acknowledged that additional information “could be
gleaned” from that meta data
B Thc Court found that the means by which the categories
of meta data were to be collected met the FISA definition of a “pen register,”
and that the means for collecting th. category of meta data satisfied the
FISA definition of a “trap and trace device.” See 18 U.S.C. § 3127(3) & (4),

as incorporated in FISA at 50 U.S.C. § 1841(2). 1FS//HESHSH/NF

The Court further found that the government satisfied FISA’s
requirement that the application certify that the information likely to be
obtained is relevant to an ongoing investigation to protect against
international terrorism. The Court concluded that, “under the
circumstances of this case, the applicable relevance standard does not
require a statistical ‘tight fit’ between the volume of proposed collection and

proportion of information that will be directly relevant to
FBI investigations.”243 {F8/4HES//SH/NE-

The Court also agreed with the government’s position that the privacy
interest at stake in the collection of e-mail meta data did not rise to the
“stature protected by the Fourth Amendment,” and that the nature of the
intrusion was mitigated by the restrictions on accessing and disseminating
the information, only a small percentage of which would be seen by any

person. {FS/HHESHSHANF-

In sum, the Court concluded that the use of pen register and trap and
trace devices to collect e-mail meta data would not violate the First
Amendment, stating that

the bulk collection proposed in this case is analogous to
suspicionless searches or seizures that have been upheld under
the Fourth Amendment in that the Government’s need is
compelling and immediate, the intrusion on individual privacy
interests is limited, and bulk collection appears to be a
reasonably effective means of detecting and monitoring

243 The Court cautioned that its ruling with regard to the breadth of the meta data
collection should not be construed as precedent for similar collections of the full content of
communications under the electronic surveillance provisions of FISA. The Court noted
important differences in the two types of collection, including the fact that overbroad
electronic surveillance requires a showing of probable cause to believe the target is an agent
of a foreign power, while the bulk meta data collection under FISA’s pen register and trap
and trace device provisions merely require e overbroad collection is
justified as necessary to discover unknowrMersons The Court also
contrasted the high privacy interests at stake with respect to content communications with
the absence of a privacy interest in meta data. {FS/+SH/NF—
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related operatives and thereby obtaining information
likely to beﬂto ongoing FBI investigations.

—TS/HHCS/ /ST /NE]

However, the Court also was concerned that “the extremely broad
nature of this collection carries with it a heightened risk that collected
information could be subject to various forms of misuse, potentially
involving abridgement of First Amendment rights of innocent persons.” The
Court noted that under 50 U.S.C. § 1842(c)(2), pen register and trap and
trace information about the communications of a U.S. person cannot be
targeted for collection unless it is relevant to an investigation that is not
solely based upon the First Amendment. Therefore, the Court ordered that
the NSA modify its criterion for querying the archived data by inserting the
following underlined language, as shown below:

I i - - <o [
only if NSA concludes, based on the factual and practical
considerations of everyday life on which reasonable and
prudent persons act, there are facts giving rise to a reasonable
articulable suspicion that a particular known e-mail address is
associated with

rovided, however, that an believed to be

used by a U.S. person shall not be regarded as associated with

basis of activities that are protected by the First Amendment to

the Constitution. {FS/AHESH/SH/NF}-

Regarding the storage, accessing, and disseminating of the e-mail
meta data obtained by the NSA, the Court ordered that the NSA must store
the information in a manner that ensures it is not commingled with other
data, and must “generate a log of auditing information for each occasion

when the information is accessed, to include the . . . retrieval request.” The
Court further ordered that the e-mail meta data shall be accessed only
through queries using the contact chaining ' as

described by the NSA in the government’s application. -(41'-‘S7‘+I-I-GS7’7‘S'I7‘7“NF)

The Court noted the “distinctive legal considerations” involved in
implementing the authority the Court was vesting in the NSA. Specifically,
the Court observed that conventional pen register and trap and trace
surveillance required judicial review before any particular e-mail account
could be targeted. However, by granting the government’s application, the
Court noted that the cision to target an e-mail address (sometimes
referred to as a “see ) would be made without judicial review.
Therefore, the Court ordered that the NSA’s Office of General Counsel would
be responsible for training analysts to comply with querying standards and




APPROVED FOR PUBLIC RELEASE

“TOP SECRET//STLW//HCS/SI//ORCON/NOFORN _

other procedures and “to review the legal adequacy for the basis of such

queries, including the First Amendment proviso . . . .” {FS/AHESHSH-ANF—

As suggested by Baker in his#response to Judge
Kollar-Kotelly’s inquiry regarding the useful life of the collected data, the
Court ordered that the e-mail meta data shall be available for 18 months. for
querying. The Court further ordered that after the 18-month period, the
data must be transferred to an “off-line” tape system from which it could

still be accessed for querying upon approval of the NSA officials authorized
to approve queries, and that such meta data must be destroyed 4% years

after initially collected. {FSAAHES/SH-/NF)-

The Court’s Order was set to expire after 90 days. The Court required
that any application to renew or reinstate the authority granted in the Order
must include: a report discussing queries made since the prior application
and the NSA’s application of the requisite legal standard to those queries;
detailed information rcgarding“proposed to be added to the
authority granted under the Order; any changes to the description of the
described in the Order or the nature of the communications

means of collection,
of the pen register and

including to the
trap and trace devices

{FS/AHESH/SHHNE)-

Finally, the Court issued separate orders to
assist the NSA with the installation and use of the pen register and trap and
trace devices and to maintain the secrecy of the NSA’s activiti
orders called “secondary orders,”m

B The NSA was directed to compensate the carriers for all
assistance provided in connection with the PR/TT Order.

{FS//HES//SI//NF)

Baker and other witnesses told us that obtaining the Order was seen
by the Department as a great success, and that there was general
agreement that the government had secured all the authority it sought to
conduct the bulk e-mail meta data collecti

Comey told us that
obtaining the Order from the FISA Court also provided an “air of legitimacy”

to the program.24 {FS/4+STEW//SHCCINF—

244 Comey and others informally referred to the PR/TT Order as “the mother of all

pen registers.” {TS/-/SH/NF—
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President Orders Limited Use_

(TSHSTLW//SH//OC/{NF}

E-mail meta data collection under FISA pen register authority began

when the PR/TT Order took effect on July 14, 2004. As required by the
Order, the data was placed in its own database or “realm.”

tES//STEW/ /81 OS/NF}

We discuss below the President’s directive and the OLC memorandum

that was drafted to analyze its legality. (FS/AASTLWL/SL//OC/NE}

The President’s August 9, 2004, Memorandum to the

1‘
Secretary of Defense {ES5//5H-/NF)-

On August 9, 2004, the same day a routine Presidential Authorization
was issued to continue Stellar Wind, the President sent a separate

memorandum to f the e-mail

meta data collecte The
memorandum directed the Secretary of Defense that, consistent with the

August 9, 2004, Presidential Authorization (and any successor Presidential
Authorizations), the NSA was authorized to

e-mail meta data

when there was a reasonable articulable suspicion that (1) a
and

intelligence information

party to the communication belonged to
(2) the purpose of the search was to

245 The President’s Memorandum provided that the authority to conduct such
searches was to terminate on September 23, 2004, In the September 17, 2004, Presidential

Authorization, this authority was extended until November 18, 2004,




APPROVED FOR PUBLIC RELEASE

TOP-SECRET//STLW//HCS/5H-ORCON/NOFORN-

2. Office of Leial Counsel Determine

(FS/STEW// ST/ OC/NF)-

Jack Goldsmith resigned as Assistant Attorney General for the Office
of Legal Counsel on July 30, 2004. Goldsmith was replaced by Daniel
Levin, who served as the Acting Assistant Attorney General for OLC until
February 2005. (U)

During late 2004, at the request of Comey and Ashcroft, Levin began
work on an OLC memorandum addressing whether it would be lawful for
the NSA to analyze the ¢-mail meta data ;

A A YA A A A A Y VA T

=-mail meta data has since been placed on tape and is being held
by the NSA Office of General Counsel pursuant to a preservation order.

P57 5TEW /51 OE/NF)

247 The final version of the OLC memorandum was signed by Levin on February 4,
2005. Levin told the OIG that a “policy decision” was made to limit ication of the
memorandum to the specific purpose
However, Levin stated that, based on his analysis of the issue, he believed that

(Cont'd.)
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Thus, the President asserted extrajudicial authority to order the
further use of e-mail meta data collected under Stellar Wind for the limited
purpose described in his August 9 memorandum. The FISA Court was
notified of this action, although the government did not seek its permission.

FSHSTEWSHHOENTF)
C. Non-Compliance with PR/TT Order {TS//SH/NF}

As with other orders issued under FISA, the PR/TT Order was
renewed every 90 days. During the early renewals, two major instances of
non-compliance were brought to the FISA Court’s attention. As described
below, these violations of the Order resulted primarily from the NSA senior
officials’ failure to adequately communicate the technical requirements of
the Order to the NSA operators tasked with implementing them, and from
miscommunications among the FISA Court, the Justice Department, and

the NSA concerning certain legal issues. {TS7/St//NF)

1. Filtering Violations (¥S//SH/NF)

On_OIPR filed a Notice of Compliance Incidents with
the FISA Court. In the Notice, Baker stated that the compliance incidents
cited in the Notice “raise compliance issues with about _of the
collection authorized by the Court.”248 The Notice included as an
attachment a letter from NSA General Counsel Robert Deitz to Baker

describing incidents that led to “ orized collection.” Deitz learned of
these incidents o 299 (TS//SHHNFY

N . i be queried for any purpose. Levin told

us that, other than Addington, no one else was pushing to broaden the memorandum'’s
application. {TS//STLW//SI/OCINE-

248 Subsequent filings indicate that_of overall collections under the Order
were affected by the violations. {F5//5H-/ -

249 One tipper that was based on this unauthorized collection was disseminated as
a lead to the FBI but was subsequently retracted. {FS/7SH/NF

(Cont’d.)
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Baker told us that Judge Kollar-Kotelly was “not happy” about the
violation. O the FI i an Order Regarding

(Compliance Order).
The Court wrote that the “NSA violated its own proposed limitations, which

were attested to by its Director and, at the government’s invitation, adopted
as provisions of the orders of this Court.” The Court found that the
violations “resulted from deliberate actions by NSA personnel,” as
distinguished from technical failures. The Court stated it was also troubled
i violations, which extended from July 14 through

and that the Court was reluctant to issue a renewal of

the PR/T1 Urder as to {TS//SH-NF}

t same day, the Court issued an Order to address-
Order R ) i tion for Authorities Involving
, requiring that any application

for renewal or rej rities &
be accompanied by

a sworn declaration by the Secretary of Defense attesting to the state of
compliance with the PR/TT Order and a description of the procedures that
would be used to ensure compliance. {FS/-SHNF)-

On the government moved for an extension of time
(until within which to provide the Secretary of Defense’s

declaration. The motion, which the Court granted, assured the Court that
surveillance had been terminated on

_separate database all meta data obtained through
_ The NSA also represented that it reconstructed its

contact chaining database using only properly obtained meta data and
purged the unauthorized meta data from the system. {FS//SL//NF)

A declaration by NSA Director [Hiden accompanying the

government’s motion stated a total o e-mail addresses were tipped as
leads to the FBI and CIA during the violation period and maiof these

leads may have come from the unauthorized collection. Hayden wrote that
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is lead was purged from the FBI’s and CIA’s databases on-

(ESSTHB)

The NSA Office of the Inspector General subsequently issued a report
on its investigation of the unauthorized collections. The NSA OIG report
stated that the filtering violations “probably led to actual unauthorized
collection, but we have not been able to determine the extent of such
collection, and we are not certain that we will be able to do so.” The report
further stated that the collection program under PR/TT Order authority was

The report concluded that “there were systemic mahagement failures
within both N

within the Signals Intelligence Directorate (SID)], and a complete lack of
program management with regard to collection.” The report stated that
while the training provided by the NSA Office of General Counsel was
“vigorous, conscientious, and compliant with the July 14 Order, it was

inadequate in scope.” {FSHSTEW/HES//SH//OCE/NF)

According to the report, the NSA removed as much of the tainted
collection from the PR/TT database as possible. The NSA was unable to
segregate unauthorized collection from so it rebuilt
that portion of the PR/TT database from (the day after
the violation was discovered), forward. Moreover, according to the NSA OIG
report, analytical personnel were restricted from accessing the unauthorized

meta data. {FS//STEW/HESHSH-OG/NE)-
2. FISA Court Renews PR/TT Order (TS//SI//NF)

The FISA Court’s PR/TT Order expired on_ On that

date the government filed its first renewal application. The Renewal
Application sought authorization to collect e-mail meta data o
and stated that the NSA had fully complied with the PR/TT Order
with respect to |G | he government did not seek

reauthorization for collection due to a variety of
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Judge Kollar-Kotelly signed the Renewal Order o_
authorizing thr he use of pen register and trap and
trace devices at to collect e-mail meta data. The

Renewal Order and the original Order were similar in most respects.
However, in the Renewal Order the Court required the NSA to submit

reports every 30 days concerning queries made since the prior report and
describing any changes made to and th_
1 (1S HSHAM

3. _

Baker told us that during one of his “oversight” visits to the NSA
following the FISA Court’s PR/TT Order, he was given a demonstration of
how the NSA analysts processed the e-mail meta data, including an
explanation of how e-mail meta data is collected and queried. Baker said he
was informed that among the pieces of data that rmght be used to meet the
reasonable articulable standard for que

251 In the initial PR/TT Order, the Court required such a report only upon the
government’s submission of a renewal application every 90 days. {FS/+SH-NE}-

252 As noted above, seed are e-mail addresses or telephone bers for
which a reasonable articulable suspicion exists to believe th is related
to a terrorist entity. See are used to query the meta data database to reveal
links with other addresses or numbers. {TS//SL//NE)
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D. Subsequent PR/TT Applications and Orders {TS8//SL/NF)

As described above, the PR/TT Order was first renewed on-
- and was renewed by subsequent orders of the FISA Court at

approximately 90-day intervals.254 (TS//SI1//NE)

On the FISA Court issued a Supplemental Order
requiring the government to enhance its reporting to the Court of the foreign
intelligence benefits realized under the PR/TT Orders. Writing for the FISA
Court, Judge Kollar-Kotelly stated that the authority granted under these
NSA “to collect vast amounts of information about e-mail
communications[,]” but that “the Court is unable on the
current record to ascertain the extent to which information so collected has
actually resulted in the foreign intelligence benefits originally anticipated.”
Supplemental Order at 1-2. The government responded with a motion
requesting that, in light of prior briefings it had given the FISA Court, it not
be required to fully comply with the Supplemental Order. It is not clear
what if any specific action the FISA Court took in response to this motion,
although based on the OIG’s review of the PR/TT docket the government
continued to submit regular reports to the FISA Court.

—TS//STEW/BH/OC/NF)-

Under the PR/TT renewal applications the scope of authorized queries
against the PR/TT database remained limited to queries that concerned

25¢ In these renewals,-were added and dropped fror_

[ 22t were approved in the July 14, 2004, PR/TT Order. F67#8H+¥5
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(TSLLSLNE-

Although the FISA Court continued to renew the NSA’s authority to
collect and query e-mail meta data, and the NSA proceeded under that

II. Telephony Meta Data Collection Under FISA {FS//SH/-/NF)-

The second part of the Stellar Wind program brought under FISA
authority was the NSA’s bulk collection of telephony meta data (basket 2).
As described in Chapter Three, under this aspect of the Stellar Wind
program the NSA obtained the call detail ds of tel
domestic and international

As with e-mail meta data, the bulk

records consist of routing information, including the originating and terminating telephone
number of each call, and the date, time, and duration of each call. The call detail records
do not include the substantive content of any communication or the name, address, or
financial information of a subscriber or customer. TSL/SL//NF)
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nature of the telephony collection provided the NSA the ability to conduct

ATSHSTLWHSHOE/ NP —

The transition of bulk telephony meta data collection from
Presidential Authorization under the Stellar Wind program to FISA authority
relied on a provision in the FISA statute that authorized the FBI to seek an
order from the FISA Court compelling the production of “any tangible
things” from any business, organization, or entity, provided the items are for
an authorized investigation to protect against international terrorism or
clandestine intelligence activities. See 50 U.S.C. § 1861. Orders under this
provision commonly are referred to as “Section 215” orders in reference to
Section 215 of the USA PATRIOT ACT, which amended the “business
records” provision in title V of FISA.258 The “tangible things” the government
sought in the Section 215 application described in this section were the call

detail records . {TS{/STLW//SL/ [OC/NE}

We describe below the circumstances that led to the government’s
decision to transition the bulk collection of telephony meta data from
presidential authority to FISA Authority. We then summarize the
government’s initial application and the related Court Order.

A. Decision to Seek Order Compelling Production of Call detail

records {FS//SH//NF)y—

The timing of the Department’s decision in May 2006 to seek a FISA
Court order for the bulk collection of telephony meta data was driven
primarily by external events. On December 16, 2005, The New York Times
published an article entitled, “Bush Lets U.S. Spy on Callers Without
Courts.” The article, which we discuss in more detail in Chapter Eight,
described in broad terms the content collection aspect of the Stellar Wind
program, stating that the NSA had “monitored the international telephone
calls of hundreds, perhaps thousands, of people inside the United States
without warrants over the past thre
‘dirty numbers’ linked to al Qaeda.”

258 The term “USA PATRIOT Act” is an acronym for the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of
2001, Pub. L. No. 107-56, 115 Stat. 272 (2001). It is commonly referred to as “the Patriot

Act.” (U)
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On December 17, 2005, in response to the article, President Bush
publicly confirmed that he had authorized the NSA to intercept the
international communications of people with “known links” to al Qaeda and
related terrorist organizations (basket 1). On January 19, 2006, the Justice
Department issued a document entitled “Legal Authorities Supporting the
Activities of the National Security Agency Described by the President” and
informally referred to as a “White Paper,” that addressed in an unclassified
form the legal basis for the collection activities that were described in the
New York Times article and confirmed by the President.

TS/ FSTEW /- SHOC/NF

According to Steven Bradbury, the head of OLC at that time, the legal
analysis contained in the White Paper [ I IIIEIEIGNGEGEGGGG

Although the New York
Times article did not describe this aspect of Stellar Wind, reporters at USA

Today were asking about this aspect of the program in early 2006.
Bradb anticipated that a USA

Today story would attract significant public attention when it was

published.259 {TS//STLW//SL//OC/NE)

259 On May 11, 2006, USA Today published the results of its investigation. The
article, entitled “NSA Has Massive Database of American Phone Calls,” reported that the
NSA “had been secretly collecting the phone call records of tens of millions of Americans,
using data provided by AT&T, Verizon, and BellSouth.” The article stated that the program,
launched shortly after the September 11 attacks, collected the records of billions of
domestic calls in order to analyze calling patterns to detect terrorist activity. The article
reported that the records provided to the NSA did not include customer names, street
addresses, and other personal information, but noted that such information was readily
available by cross-checking the telephone numbers against other databases.

e
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B. Summary of Department’s Apphcatlon and Related FISA
Court Order {S/N¥F}—

As noted previously, applications to the FISA Court that seek an order
compelling the production of “tangible things” are commonly referred to as
“Section 215” applications, in reference to Section 215 of the USA PATRIOT
ACT. Section 215 authorizes the FBI to request a FISA Court order

requiring the production of any tangible things (including
books, records, papers, documents, and other items) for an
investigation to obtain foreign intelligence information not
concerning a United States person or to protect against
international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is not
conducted solely upon the basis of activities protected by the
first amendment to the Constitution. (U)

50 U.S.C. § 1861(a)(1).261 Section 215 does not require that the items
sought pertain to the subject of an investigation; the government need only
demonstrate that the items are relevant to an authorized investigation.262
(U)

On May 23, 2006, the FBI filed with the FISA Court a Section 215
apphcatlon seekmg authonty to collect telephony meta data to assist the
ifying known and unknown members or agents o-
in support of the related FBI
investigations then pending and other Intelligence Community operations.
The application requested an order compelling to
produce (for the duration of the 90-day order) call detail records relating to
all telephone communications maintained by the carriers. The application
described call detail records as routing information that included the

26! “United States person” is defined in FISA as a citizen, legal permanent resident,
or unincorporated association in which a “substantial number” of members are citizens or
legal permanent residents, and corporations incorporated in the United States as long as
such associations or corporations are not themselves “foreign powers.” 50 U.S.C.

§ 1801 (i)(2005). (U)

262 Prior to the enactment of Section 215, the FISA statute’s “business records”
provisions were limited to obtaining information about a specific person or entity under
investigation. Also, information could be obtained only from common carriers, public
accommodation facilities, physical storage facilities, and vehicle rental facilities. (U)
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originating and terminating telephone number of each call, and the date,
time, and duration of each call. The application stated that telephony meta
data did not include the substantive content of any communication or the
name, address, or financial information of a subscriber or customer.
According to the application, the majority of the telephony meta data
provided to the NSA was expected to involve communications that were (1)

between the United States and abroad, or (2) wholly within the United
States, including local telephone calls.
263 {FS//SLL/NE)

The application acknowledged that th collection would include
records of communications of U.S. persons located within the United States
who were not the subject of any FBI investigation. However, relying on the
precedent established by the PR/TT Order, the application asserted that the
collection was needed for the NSA to perform analysis to find know:
and to identify unknown operatives, some of whom may be
in the United States or in communication with U.S. persons. The
application stated that it was not possible to determine in advance which
particular piece of meta data will identify a terrorist. The application stated
that obtaining such bulk data increases the NSA’s ability, through
contact-chainin to detect and identify members o!
.264 In other words, according to the application,
meta data analysis is possible only if the NSA “has collected and archived a
broad set of metadata that contains within it the subset of communications

that can later be identified as terrorist-related.”265 FS//SH/NF—

rage amount of telephony meta data

263 The NSA told us that
collecte js approximately call detail records and that the figure has not
reache «FS/SHNE)-

264

265 The FISA Court had stated in its July 2004 PR/TT Order that the FISA statute’s

“relevance” requirement is a relatively low standard and that in evaluating whether bulk
meta data is “relevant” to an investigation into# “deference
should be given to the fully considered judgment of the executive branch in assessing and

responding to national security threats and in determining the potential significance of
intelligence-related information.” The government cited this precedent in the Section 215

application, stating, “[jlust as the bulk collection of e-mail meta data was relevant to FBI
investigations int so is the bulk collection of telephony
metadata described herein.” {F3778H-/NF})
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266 The database could be
queried only if the NSA determined that, “based on the factual and practical
considerations of everyday life on which reasonable and prudent persons
act, there are facts giving rise to a reasonable, articulable suspicion that the
telephone number is associated wi

the Section 215 application, like the PR/TT application and Order, added
the following proviso to the query standard: “provided, however, that a
telephone number believed
regarded as associated wi
solely on the basis of activities that are protected by the First Amendment to

the Constitution.” {FS//SH/NF}-

According to the application, the NSA estimated that only a tiny
fraction (1 in 4 million, or 0.000025 percent) of the call detail records
included in the database were expected to be analyzed. The results of any
such analysis would be provided, or “tipped,” to the er fede

sleils £ (VLT

The application also proposed restrictions on access to, and the
processing and dissemination of, the data collected that were essentially
identical to those included in the PR/TT Order. These included the °
requirement that queries be approved by one of seven NSA officials or
managers and that the NSA’s Office of the General Counsel would review
and approve proposed queries of telephone numbers reasonably believed to

be used by U.S. persons.267 {FS/SH-/NF}

%7 The application included several other measures to provide oversight of the use
of meta data, such as controls on the dissemination of any U.S. person information, the
creation of a capability to audit NSA analysts with access to the meta data, the destruction
of collected meta data after a period of 5 years (the destruction period for e-mail meta data
was 4'a years), and a review by the NSA’s Inspector General and General Counsel
conducted within 45 days of implementing the FISA Court order that assessed the

(Cont’d.)




APPROVED FOR PUBLIC RELEASE

“TOP-SECRET//STLW//HCS/S1H/-{ORCON/NOFORN

On May 24, 20086, the FISA Court approved the Section 215
application. The Court’s Order stated that there were reasonable grounds to
believe that the telephony meta data records sought were relevant to
authorized investigations being conducted by the FBI to protect against
international terrorism. The Order incorporated each of the procedures
proposed in the government’s application relating to access to and use of
the meta data. These procedures included a requirement that any
application to renew or reinstate the authority for the bulk collection
contain a report describing (1) the queries made since the Order was
granted; (2) the manner in which the procedures relating to access and use
of the meta data were applied; and (3) any proposed changes in the way in
which the call detail records would be received from the communications
carriers. The Order also requires the Justice Department to review, at least
every 90 days, a sample of the NSA’s justifications for querying the call

detail records. {FS/4ASH/NE)

Through March 2009, the FISA Court renewed the authorities granted
in the May 24 Order at approximately 90-day mtervals, w1th some
modlﬁcatmns sought by the government Far e :

Except for these and other
minor modiiicatons, 15A Court’s grant of Section 215
authority for the bulk collection of telephony meta data remained essentially

Further, the FISA Court’s Section
15 Orders did not requure the NSA to modify its use of the telephony meta
data from an analytical perspective. However, as discussed below, the FISA
Court drastically changed the authority contained in its March 2009 Section
215 Order following the government’s disclosure of incidents involving the
NSA’s failure to comply with the terms of the Court’s prior orders.

S/ STEW S FEHHOCHNF—

adequacy of the management controls for the processing and dissemination of U.S. person

information. {FS//SHNF

268 As noted above, the Court granted an identical motion at the same time in
connection with the bulk collection of e-mail meta data. {FS//SH-/NF-




APPROVED FOR PUBLIC RELEASE

C. Non-Compliance with Section 215 Orders {TS//SH/NF)

On January 9, 2009, representatives from the Department’s National
Security Division attended a briefing at the NSA concerning the telephony
meta data collection. During the course of this briefing, and as confirmed
by the NSA in the days that followed, the Department came to understand
that the NSA was querying the telephony meta data in a manner that was
not authorized by the FISA Court’s Section 215 Orders. Specifically, the
NSA was on a daily basis automatically querying the meta data with
thousands of telephone identifiers from an “alert list” that had not been
determined to satisfy the reasonable articulable suspicion (RAS) standard
the Court required be met before the NSA was authorized to “access the
archived data” for search or analysis purposes.269 {FS/+SLA/NE).

The alert list contained telephone identifiers that were of interest to
NSA counterterrorism analysts responsible for tracking the targets of the
Section 215 Orders

Under the procedures the NSA had
developed to implement the Section 215 authority, alerts (or matches)
generated from RAS-approved identifiers could be used to automatically
conduct contact chainin of the telephony meta data.
However, automated analysis for alerts generated by non-RAS approved
identifiers were not permitted; instead, the alerts were sent to analysts to
determine whether chaining—vas warranted in
accordance with the RAS standard. {FS/AASH/NF

On January 15, 2009, the Justice Department notlfied the FISA Court
that the NSA had been accessing the te
approved identifiers.

1270 On January 28, 2009, the

269 The term “telephone identifier” used by the government means a telephone
number as well as other unique identifiers associated with a particular user or
telecommunications device for purposes of billing or routing communications.

S 7SHHNF—

270 Following the Department’s notice to the Court, the NSA attempted to complete
a software fix to the alert process so that “hits” against the telephony meta data generated
by non-RAS-approved telephone identifiers were deleted and that only “hits” generated by
RAS-approved identifiers were sent to NSA analysts for further analysis. The NSA also
attempted to construct a new alert list consisting of only RAS-approved telephone
identifiers. However, the implementation of these modifications was unsuccessful and on
January 24, 2009, the NSA shut down the alert process completely. (FS/+SH-/NF}
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Court issued an order stating that it was “exceptionally concerned about
what appears to be a flagrant violation of its Order in this matter[.]” The
Court required the government to file a brief to “help the Court assess
whether the Orders in this docket should be modified or rescinded; whether
other remedial steps should be directed; and whether the Court should take
action regarding persons responsible for any misrepresentations to the
Court or violation of its Orders, either through its contempt powers or by
referral to appropriate investigative offices.” The Court also required the
government to address several additional specific issues, including who
knew that the alert list being used to query the meta data included
identifiers that had not been determined to meet the reasonable and
articulable suspicion standard, how long the “unauthorized querying” had
been conducted, and why none of the entities the Court directed to conduct
reviews of the meta data collection program identified the problem earlier.27!

AFSSH-NF-

On February 17, 2009, the government responded to the Court’s
Order and acknowledged that the NSA’s previous descriptions to the Court
of the alert list process were inaccurate and that the Section 215 Order did
not authorize the government to use the alert list in the manner that it did.
The government described for the Court in detail how the NSA developed
procedures in May 2006 to implement the Section 215 authority that
resulted in the NSA querying the telephony meta data with non-RAS
approved telephone identifiers for over 2 years in violation of the Court’s
Orders, and how those procedures came to be described incorrectly to the
Court. According to the government, the situation resulted from the NSA’s
interpretation of the term “archived data” used in the Court’s Orders and
the NSA’s mistaken belief that the alert process under the Section 215
authority operated the same as the alert process under the Pen
Register/Trap and Trace authority.272 The government told the Court that
“there was never a complete understanding among key personnel” who
reviewed the initial report to the Court describing the alert process about

271 The entities directed to conduct such reviews under the Section 215 Orders were
the NSA’s Inspector General, General Counsel, and Signals Intelligence Directorate
Oversight and Compliance Office. (U//EQHG)

272 The NSA understood the term “archived data” in the Court’s Order to refer to the
NSA'’s analytical reposit for the telephony meta data. A e term is no lv use

A believed that the requirement to
satisfy the RAS standard was only triggered when the NSA sought access to the stored, or
“archived,” repository of telephony meta data. For this reason, in the NSA’s view, it was not
required to limit the alert list to RAS-approved identifiers. {TS/ASH/NFy
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what certain terminology was intended to mean, and that “there was no
single person who had complete technical understanding of the BR FISA

system architecture.” {FSHSH-/NF—

The government argued that the Section 215 Orders should not be
rescinded or modified “in light of the significant steps that the Government
has already taken to remedy the alert list compliance incident and its
effects, the significant oversight modifications the Government is in the
process of implementing, and the value of the telephony metadata collection
to the Government’s national security mission[.]”273 Among the several
measures the government highlighted to the Court was the NSA Director’s
decision to order “end-to-end system engineering and process reviews
(technical and operational) of NSA’s handling of [telephony] metadata.” Less
than two weeks after the government filed the response summarized above,
the government informed the Court that the NSA had identified additional
compliance incidents during these reviews.274 {FS//SLL/NE}

In Orders dated March 2 and 5, 2009, the FISA Court addressed the
compliance incidents reported by the government and imposed drastic
changes to the Section 215 authorities previously granted. The Court first
addressed the NSA’s interpretation of the term “archived data.” The Court
said the interpretation “strains credulity” and observed that an
interpretation that turns on whether the meta data being accessed has been
“archived” in a particular database at the time of the access would “render
compliance with the RAS requirement merely optional.” (FS//SH-ANE}-

J The NSA also
determined that in all instances that a U.S. telephone identifier was used to query the meta
data for a report, the identifier was either already the subject of a FISA Court order or had
been reviewed by the NSA’s Office of General Counsel to ensure the RAS determination was
not based solely on a U.S. person’s First Amendment-protected activities. TS/ ASHA/NE)}-

274 The additional compliance incidents involved the NSA’s handling of the
telephony meta data in an unauthorized manner. The first incident involved the NSA’s use
of an analytical tool to query (usually automatically) the meta data with non-RAS approved
telephone identifiers. The tool determined if a record of a telephone identifier was present
in NSA databases and, if so, provided analysts with information about the calling activity
associated with that identifier, The second incident involved three analysts who conducted
chaining analyses in the telephony meta data using 14 non-RAS approved identifiers.
According to the government’s notice to the Court, the analysts conducted queries of
non-FISA authorized telephony meta data and were unaware their queries also ran against
the FISA-authorized meta data. The government stated that none of the queries used an
identifier associated with a U.S. person or telephone identifier and none of the queries

resulted in intelligence reporting. {F5//SH-/NF—
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The Court next addressed the misrepresentations the government
made to the Court from August 2006 to December 2008 in reports that
inaccurately described the alert list process. The Court recounted the
specific misrepresentations and summarized the government’s explanation
for their occurrence. The Court then concluded,

Regardless of what factors contributed to making these
misrepresentations, the Court finds that the government’s
failure to ensure that responsible officials adequately
understood the NSA’s alert list process, and to accurately report
its implementation to the Court, has prevented, for more than
two years, both the government and the FISC from taking steps
to remedy daily violations of the minimization procedures set
forth in FISC orders and designed to protec“call
detail records pertaining to telephone communications of U.S.
persons located within the United States who are not the
subject of any FBI investigations and whose call detail
information could not otherwise have been legally captured in

bulk. {TS/SH/NF}-

The Court also addressed the additional non-compliance incidents
that were identified during the initial review ordered by the NSA Director,
observing that the incidents occurred despite the NSA implementing
measures specifically intended to prevent their occurrence. In view of the
record of compliance incidents the government had reported to date, the

Court stated,

[I]t has finally come to light that the FISC’s authorizations of
this vast collection program have been premised on a flawed
depiction of how the NSA uses BR metadata. This
misperception by the FISC existed from the inception of its
authorized collection in May 2006, buttressed by repeated
inaccurate statements made in the government’s submissions,
and despite a government-devised and Court-mandated
oversight regime. The minimization procedures proposed by the
government in each successive application and approved and
adopted as binding by the orders of the FISC have been so
frequently and systemically violated that it can fairly be said
that this critical element of the overall BR regime has never

functioned effectively. FS//SHNE})

Despite the Court’s concerns with the telephony meta data program,
and its lack of confidence “that the government is doing its utmost to ensure
that those responsible for implementation fully comply with the Court’s
orders,” it authorized the government to continue collecting telephony meta
data under the Section 215 Orders. The Court explained that in light of the
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government’s repeated representations that the collection of the telephony
meta data is vital to national security, taken together with the Court’s prior
determination that the collection properly administered conforms with the
FISA statute, “it would not be prudent” to order the government to cease the

bulk collection. {FSASH-NFY

However, believing that “more is needed to protect the privacy of U.S.
person information acquired and retained” pursuant to the Section 215
Orders, the Court prohibited the government from accessing the meta data
collected “until such time as the government is able to restore the Court’s
confidence that the government can and will comply with previously
approved procedures for accessing such data.”2’5 The government may, on
a case-by-case basis, request authority from the Court to query the meta
data to obtain foreign intelligence.276 Such a request must specify the
telephone identifier to be used and the factual basis for the NSA’s RAS

determination. {FS//SH/NE-

The Court ordered that upon completion of the NSA’s end-to-end
system engineering and process reviews, the government file a report that
describes the results of reviews, discusses the steps taken to remedy
non-compliance incidents, and proposes minimization and oversight
procedures to employ should the Court authorize resumption of regular
access to the telephony meta data. The government’s report also must
include an affidavit from the FBI Director and any other government
national security official deemed appropriate describing the value of the
telephony meta data to U.S. national security. {FS/+SH-/NF—

Additionally, the Court ordered the government to implement
oversight mechanisms proposed in the government’s response to the
compliance incidents. These mechanisms generally require the Justice
Department’s National Security Division to assume a more prominent role in
the NSA’s administration of the bulk collection program. For example, the
NSA'’s Office of General Counsel must now consult with the National

275 The Court also stated, “Given the Executive Branch’s responsibility for and
expertise in determining how best to protect our national security, and in light of the scale
of this bulk collection program, the Court must rely heavily on the government to monitor
this program to ensure that it continues to be justified, in the view of those responsible for
our national security, and that it is being implemented in a manner that protects the

privacy interests of U.S. persons|.|”—{FS7/8H7XFy

276 The Court authorized the government to query the meta data without Court
approval to protect against an imminent threat to-human life, with notice to the Court
within the next business day of the query being conducted, The Court also authorized the
government to access the meta data to ensure “data integrity” and to develop and test
technological measures designed to enable to the NSA to comply with previously approved

procedures for accessing the meta data. <{F5/-+SH/NE)-

236
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Security Division on all significant legal opinions that relate to the
interpretation, scope, or implementation of past, current, and future Section
215 Orders related to the telephony bulk meta data collection.

ATSHSHHNF}

On May 29, 2009, the Court authorized the government to continue
collecting telephony meta data under the Section 215 Orders for 43 days
subject to the same limitations set out in its orders of March 2 and 5, 20009.

{TSHSHHNR-

III. Content Collection under FISA {TS//SH//NF})-

The third and last part of the Stellar Wind program brought under
FISA authority was content collection (basket 1). The effort to accomplish
this transition was legally and operationally complex, and our discussion in
this section does not address each statutory element or the full chronology
of the government’s applications and related FISA Court orders. Rather, we
describe the circumstances surrounding the government’s decision to
transition content collection from presidential to FISA authori

We also summarize the FISA
Court’s response to the government’'s content collection proposals and the
orders it issued. In this section, we describe one FISA Court judge’s
rejection of the government’s legal approach to content collection, a decision
that hastened the enactment of legislation that significantly amended the
FISA statute and provided the government surveillance authorities broader

than those authorized under Stellar Wind. {FS/STEWHSHHOE/NF—

A, Decision to Seek Content Order {FS//SH/NF}-

The Department first began work on bringing Stellar Wind’s content
collection activity (basket 1) under FISA in March 2005, shortly after Alberto
Gonzales became Attorney General. Gonzales told us that he initiated
discussions about making this change with OLC Principal Deputy Assistant
Attorney General Bradbury. Gonzales said that he had questions about how
the NSA was conducting the collection in terms of audits and checks being
performed, and he wanted to ensure that the agency was running the
program properly. Gonzales told us that placing content collection under
FISA authority would also eliminate the constitutional debate about the
activity and would reassure people that the President was acting according
to the Constitution and the law. Gonzales said that, in his view, it is better
to conduct activities such as content collection without a direct order from
the President when possible. Gonzales added that in 2001 nobody thought
it was possible to bring Stellar Wind under FISA authority.
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When Gonzales became Attorney General in early 2005, however, he
also knew there had been a leak to The New York Times about the NSA’s
content collection activity under Stellar Wind and that the paper was
actively investigating the story. In November 2004, Gonzales (then the
White House Counsel), together with Deputy Attorney General Comey and
his Chief of Staff, had met with New York Times reporters to discuss the

potential article.277 {TS7/7/STEW//SH//OC/ NP~

In response to Gonzales’s request, Bradbury, working with attorneys
in OLC and the Office of Intelligence and Policy Review (OIPR) as well as
with NSA personnel, devised a legal theory, summarized below, for bringing
under FISA the Stellar Wind program’s content collection activities while
preserving the “speed and agility” many Intelligence Community officials
cited as the chief advantage of the NSA program. In June 2005, Bradbury,
together with Associate Deputy Attorney General Patrick Philbin, presented
the legal theory to White House officials David Addington, Harriet Miers, and
Daniel Levin and received their approval to continue work on a draft FISA

application.278 (FS//STLW//SHAOC/ NE}—

Bradbury told the OIG that he also spoke to the Director of National
Intelligence and to NSA officials about bringing Stellar Wind’s content
collection under FISA. According to Bradbury, the Director of National
Intelligence responded positively to the proposal, but the NSA was skeptical
as to whether a FISA approach would be feasible, in view of the substantial
administrative requirements under the FISA Court’s PR/TT Order. The NSA
also believed that the FISA Court would be reluctant to grant the NSA the
operational flexibility it would insist on in any content application, resulting
in less surveillance coverage of telephone numbers and e-mail addresses

used by persons outside the United States. {FS/HSTEW/SHAOCNF—

As discussed in detail in Chapter Eight of this report, in December
2005 The New York Times published its series of articles on the content
collection portion of the Stellar Wind program, resulting in considerable
controversy and public criticism of the NSA program. Through the spring of
2006, the Department continued work on the content application. In May
2006, at the first of the FISA Court’s semiannual meetings that year, the
Department provided the Court a draft of the application for content
collection to obtain feedback on the government’s unconventional approach
to the FISA statute. None of FISA Court judges indicated whether the

277 The New York Times held the article until December 2005, when it published a
series of articles on the content collection portion of Stellar Wind. {TS//SL//NE)—

278 After serving as Acting Assistant Attorney General for OLC from June 2004 to
February 2005, Levin joined the National Security Council, where he remained until
approximately November 2005. (U)
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application would be granted if filed, but some identified concerns with

certain aspects of the proposal. (FS/STEW//SH-FOE/NF—

At this time, Congress and the Administration were also discussing
how to modernize the FISA statute to authorize the type of electronic
surveillance that the content application sought. Work on the application
was temporarily suspended as the Department focused its attention on
working with Congress to craft this legislation. However, this suspension of
work on the content application was brief. Bradbury said he concluded by
the fall of 2006, as Congress was heading for recess, that there would be no
legislative reform of the FISA statute in the foreseeable future that would
address content collection as it was being conducted under Stellar Wind. As
a result, the Department pressed forward with the draft content application

to the FISA Court. 4FSHSTEWASH-OS/NF—

B. Summary of Department’s December 13, 2006, Content

Application (FS//SH-NF}—

In November 2006, at the second of the Court’s semiannual meetings,
the Department presented an updated draft of the application that
incorporated feedback received from members of the Court during the
previous semiannual meeting. On December 13, 2006, the Department

formally filed the content application with the Court. {TS//SI//NE}

The government’s December 13 application sought authority to

intercept the content of telephonic and electronic communications of |
m

application stated:

Speed and flexibility are essential in tracking individuals who

To tollow the trails etfectively,
and to respond to new leads, it is vital for the U.S. Intelligence
Community to be able quickly and efficiently to acquire
communications to or from individuals reasonably believed to

279 The content application included the following caveat:

By filing this application, the United States does not in any way suggest that
the President lacks constitutional or statutory authority to conduct the
electronic surveillance detailed herein without Court authorization.
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be members or agents of thes foreign powers.

—FSASHNE)-

According to the application, the goal was to establish “an early
warning system” under FISA to alert the government to the presence o
members and agent i

and to assist tracking such
individuals within the United States. The “early warning system” sought to
replace the conventional practice under FISA of filing individual applications
each time the government had probable cause to believe that a particular
phone number or e-mail address, referred to by the NSA as a “selector,” was
being used or about to be used by members or agents of a foreign power.

{F8//SI/NE)

In the place of this individualized process, the application proposed
that the FISA Court establish broad parameters for the interception of
communications — specifically, that can be targeted and the
locations where the surveillance can be conducted - and that NSA officials,
rather than FISA Court judges, determine within these parameters the
articular selectors whose communications the NSA would intercept.

albeit with FISA Court

review and supervision.280 (FS//SH4/NE)

The legal arguments underlying the government’s approach are
complex and involve substantial communications terminology. They also
require lengthy discussion of the FISA statute and previous FISA Court
decisions. Rather than describe at length these issues, in this section we
detail the two main components of the government’s approach to content
collection in the FISA application that are critical for understanding one
judge’s approval of the application and another judge’s later rejection of

essentially the same application. {TS7//SH/R)-

First, the government proposed an interpretation of the term “facility”
in the FISA statute that was broader than how the term was ordinarily, but

280 The Department’s application provided an example to illustrate the risks
associated with the existing requirement that FISA Court approval or Attorney General
emergency authorization be obtained each time the government seeks to target a particular
telephone number or e-mail address:

According to the application, valuable
intelligence could be lost in the time it would take to receive FISA Court authorization or
Attorney General emergency authorization to target the new address. 4FS/ASH/ANE}--
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not always, applied.?81 Section 1805(a)(3)(B) of FISA provides that the Court
may order electronic surveillance only upon finding that there is probable
cause to believe that “each of the facilities or places at which the electronic
surveillance is directed is being used, or is about to be used, by” a group
involved in international terrorism. The term “facilities” generally was
interpreted to refer to individual telephone numbers or e-mail addresses at

which surveillance is “directed.”—{TS/4SH/NF)-

The government proposed in its content application that the term
“facilities” be interpreted broadly to includ

282 Under this approach, instead of
examining the target’s use of particular telephone numbers or e-mail
addresses, the Court would determine only whether there was probable
cause to believe that the target was usingﬁto
communicate telephonically or by e-mail.283 (TS/STEW/SHHOCHNF)-

Second, the government’s application requested that senior NSA
officials be authorized to make individualized findings of probable cause
about whether a particular telephone number or e-mail address was being
used by a member or agent of one of the application’s targets. Ordinarily, a
FISA Court judge makes this probable cause determination. {FSAHSH/NF}-

To implement this transfer of authority, the government proposed that
NSA officials make the probable cause determinations as part of
requirements called “minimization procedures,” which are detailed rules

281 The government's Memorandum of Law filed in support of the content
application described several instances where the FISA Court authorized surveillance of
facilities that was not limited to particular telephone numbers and e-mail addresses.

The govemr.nent's proposed interpretation of the term in the content application was far
broader than previously authorized by the Court. {FS/SH-/NF-

283 { i wer

application included a declaration from the NSA Director that addresse
_use of the international telephone system and

communications. {FS//SH/NF-
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that govern how the government must handle communications that it
intercepts pertaining to U.S. persons. The FISA statute provides that each
FISA application must include, and the FISA Court must approve,
minimization procedures that the agency will follow with respect to
communications intercepted pursuant to a FISA Court order. {TS/SH-/NFr

Minimization procedures, in the FISA context, ordinarily govern the
handling of intercepted communications involving U.S. persons after the
acquisition has been approved by the FISA Court. In other words, a FISA
Court authorizes the agency to intercept the communications of particular
selectors, and the agency follows the minimization procedures with respect
to how it retains, uses, and disseminates any U.S. person information it

collects under the Court’s order. {FS/ASH-NF—

However, the government proposed as part of the content application
that the minimization procedures also encompass how the NSA acquires the
communications.284 Specifically, the application proposed that the NSA
could intercept the communications of specific selectors if agency officials

determined there was probable cause to believe that (1) the selector is bein

used by a member or agent of “
I - d (2) the communication is to or from a foreign country. The

application referred to this as the “minimization probable cause

standard.”285 (TS //SL/ /NE}

Thus, the content application had a two-prong “minimization probable
cause standard”: (1) probable cause to believe a selector is being used by a
member or agent of a targeted group, and (2) probable cause t

284+ Bradbury told the OIG that this argument was based on the text of the FISA
statute, which states that minimization procedures apply to the “acquisition” of
communications in addition to their retention and dissemination. See 50 U.S.C.
§ 1801(h)(1). Indeed, the government's Memorandum of Law filed in support of the content
application described several cases in which the FISA Court authorized the government to
conduct electronic surveillance that included minimization at the time of acquisition.

than those the

285 The proposed “minimization probable cause standard” was in addition to the
standard minimization procedures that accompany every FISA application submitted by the
government and that have been long-approved by the FISA Court. (FS{SH-/NE}—
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(ES7//STEW//SH/OE/NF)

For the first prong — probable cause to believe a selector is being used
by a member or agent of a targeted group — NSA analysts would assess
sources of “reliable intelligence,” defined in the application as information
from a variety of domestic and foreign intelligence and law enforcement
activities. Under the terms of the application, positive findings of probable
cause would be recorded in a database and the assessment process would
be subject to periodic internal review by NSA officials, including the NSA
General Counsel and Inspector General. (FS/-SH/NF)

For the second prong — probable cause to believe the communication
intercepted is to or from a foreign coun

287 (TS STEW/}SHHOS/NF)

286 The application acknowledged jcati i cepted at the
“facilities” could include some calls whereW' the United States,
or where NG ere there s probable
to believe that

If the NSA had probable

intercepted. The application stated that such communications wotua be handled in
accordance with NSA’s standard minimization procedures that apply to all of the agency’s
electronic surveillance activities, (IS//SI//NF)

287 As it did with telephone communications, the application acknowledged that the
manner in which e-mail communications are routed would cause the NSA to collect some
e-mail communications that in fact are between communicants wholly within the United

(Cont'd.)
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Thus, viewing the government’s approach to both “facilities” and
“minimization procedures” together, the December 13, 2006, content
application asked the FIS

engagea n 1nternat1 5.1 terrorism, and that these groups use

A officials would make probable cause findings about whether
individual telephone numbers or e-mail

resses are to or from a foreign country If they were, the NSA could
direct the telecommunications camers to intercept the cornmumcatlons of

Under the terms of the application, communications acquired by the
NSA could be retained for 5 years, unless the Court approved retention for a
The application also stated that the NSA expected to initially
telephone numbers and e-mail addresses used by members or

An additional aspect of the content application is important to
understand. The “early warning system” the government proposed applied
both to “domestic selectors” and “foreign selectors.” Domestic selectors are
telephone numbers and e-mail addresses reasonably believed to be used by
individuals in the United States; foreign selectors are telephone numbers
and e-mail addresses reasonably believed to be used by individuals outside
the United States. Under Stellar Wind, the NSA intercepted the
communications of both categories of selectors, although the NSA tasked far

more foreign selectors than domestic selectors. {FS/ASTEW/SHAOESNF)

States, even though the NSA had probable cause to believe the communication was to or
from a foreign country. The application stated that the NSA would handle any such
communications in accordance with its standard minimization procedures. (TS{/SI//NF)
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The government proposed in its content application that the domestic
selectors would be subject to more rigorous targeting approval and more
frequent reporting to the FISA Court than foreign selectors, but the
application sought to preserve NSA officials’ authority to make the probable
cause determinations as to each.?88 As we describe below, the first FISA
Court judge to consider the content application, Judge Malcolm Howard,
was unwilling to extend this authority to domestic selectors. {FS7/SH//NF)

C. Judge Howard Grants Application in Part—{TS//SI//NE}

The Department’s December 13, 2006, content application was
assigned to Judge Howard, because he was the “duty” judge that week
responsible for considering new applications.?89 Judge Howard advised the
Department orally that he would not authorize, on the terms proposed in
the application, the electronic surveillance of selectors to be used by
persons in the United States (domestic selectors). He did not issue a written
opinion or order concerning this decision. The Department, in response to
Judge Howard’s oral advisement, filed a separate application requesting
authority to conduct electronic surveillance on domestic selectors. This
application, summarized below, was filed on January 9, 2007, and is
considered the first “domestic selectors application”; the December 13
application is considered the first “foreign selectors application.”

(FSHSHHNE),

Judge Howard also requested additional briefing from the Justice

constituted “facilities” under FISA,
and whether the surveillance authority sought in the government’s content
application would in fact be “directed” not at these “facilities” but rather at
the particular telephone numbers and e-mail addresses the government

would task for collection. {FS/+SH-ANE)}-

In response, the Department filed a supplemental memorandum of
law on January 2, 2007, arguing that the government’s construction of the

288 Under the terms of the original content application, domestic selectors tasked by
the government would subsequently be reported to the Court for approval. The Court
either had to approve each domestic selector within 48 hours of receiving the government’s
report or, if the Court did not agree there was probable cause to believe the selector was
being used by a member or agent of a target of the application, provide the government 24
hours to submit additional information establishing probable cause. Foreign selectors
tasked by the government did not require subsequent approval by the Court, although the
Court could direct that the surveillance of any selector cease, {FS/H-SHANE)-

289 The Department offered to submit the application to the FISA Presiding Judge,
Judge Kollar-Kotelly, but she said that it should be filed in the normal fashion, which

meant it would be assigned to the FISA duty judge that week. {FS/+SH/ANE)-
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terms “facilities” and “directed” was fully consistent with the text of FISA
and supported by FISA Court practice and precedent. The memorandum
further explained why the traditional approach to surveillance under FISA
would not provide the speed and agility necessary for the “early warning

system” the application sought to create.290 {TS//SLL/NE)

On January 10, 2007, Judge Howard approved the Department’s
content application as to foreign selectors, endorsing the legal framework on
which the content application for foreign selectors was based, including the
broad construction of the term “facility” and the use of minimization
procedures to empower NSA officials to make targeting decisions about
particular selectors. Judge Howard’s Order authorized the government to
conduct electronic surveillance for a period of 90 days at the “facilities”
identified in the application, and was set to on April

Judge Howard’s Order also required that an attorney from the Justice
Department’s National Security Division review the NSA’s justifications for
targeting particular foreign selectors. The Order required the government to
submit reports to the FISA Court every 30 days listing new selectors tasked
during the previous 30 days and briefly summarizing the basis for the NSA’s
determination that the first prong of the minimization probable cause
standard has been met for each new selector.292 The Order preserved the
Court’s authority to direct that surveillance cease on any selectors for which

2% On this point, the memorandum cited the government’s limited resources as
presenting a significant obstacle to filing a separate FISA application for each selector it
wanted to place under surveillance. The government stated that it anticipated initiating
collection or— new selectors each month, a figure that translates to ﬁ]h
motion to amend a FISA order or seeking Attorney General emergency authority| |

times per day (or, alternatively, filing one motion or seeking one Attorney General
emergency authorization covering_ new selectors each day). The government
stated that if the government proceeded under any of these options, valuable intelligence

would be lost. {FS/ASHNF- .
291 As noted earlier, the Order compelled_ The Order

also required that with each request for reauthorization, the government present a list of
current selectors previously reported to the Court that the government intended to continue
tasking, identify any selectors reasonably believed to be used by U.S. persons outside the

United States, and as ion of communications that mentioned a
tasked e-mail address but that were not to or from that
selector.

292 As noted above, the first prong of the standard is
the selector is bemi used bi a member or aient of a targete
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the Court found that the first prong of the standard has not been satisfied.
In addition, the Order required the NSA Inspector General, General Counsel,
and Signals Intelligence Directorate to periodically review the authorized
collection activities. These NSA offices were required to submit a report to
the Court 60 days after the collection was initiated under the Order that
would address the adequacy of management controls and whether U.S.
person information was being handled properly. {FSA-SH-/NE}

According to several Department and NSA officials, the effort to

As a result of the Order, the Department and NSA submitted to the
FISA Court for its review the factual basis for each selector supporting the
government’s determination that the “minimization probable cause
standard” had been satisfied. The Department accomplished this pursuant

ed by Judge Howard under which the Department filed
foreign selectors everyidays for the duration of the
90-day Order. {TS/ASHNF)—

The probable cause explanation for each foreign selector filed with the
Court typically was described in several sentences. According to Bradbury,
he impressed upon the NSA that Judge Howard would review each
submission and inquire about how recently the NSA had acquired
communications relating to a particular selector. According to Matthew
Olsen, the Deputy Assistant Attorney General in the Department’s National
Security Division who was responsible for overseeing intelligence matters,
Judge Howard did in some cases inquire about the government’s factual
basis for believing the minimization probable cause standard has been
met.293 Bradbury also said he stressed that the Court would scrutinize the
NSA'’s probable cause determinations more rigorously than the agency had
been doing itself and that the Court was more likely to approve a selector
where the surveillance was current than it would a selector that has

“remained dormant for months.”294 F5//5H-/NF—

293 Qlsen was involved in the drafting and presentation to the FISA Court of the
content application and the government’s implementation of the related FISA Court Orders.

~FSFOiHAE—

294 However, Bradbury noted that the FISA Court’s “tendency to look for recent

information” in assessj
“problematic” because |GG |

(Cont’d.)
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Olsen told us that_foreign selectors ultimately

were filed with the FISA Court under the terms of Judge Howard’s Order.
Olsen said that the NSA strived to submit selectors that were deemed high
priority, that had a well-documented nexus to_foreign powers,
and that had recent communications activity. Attorneys from OIPR, who
under the terms of the Order were required to review the NSA’s justification
for each foreign selector that it tasked, worked with the NSA on this
large-scale review process. According to Olsen, OIPR attorneys
“double-checked” the NSA’s probable cause determination for each selector,
but did not conduct independent probable cause inquiries. This review
identified | I sc1cctors that in OIPR’s judgment required
additional documentation before they could be submitted to the Court.295
Olsen described the back-and-forth between OIPR and the NSA as
“constant,” and said the NSA was receptive to OIPR’s involvement. Olsen
stated that the NSA committed significant resources to the transition of

foreign selectors. {FS/+SHNF}-

Both Bradbury and Olsen observed that the transition of content
collection of foreign selectors to FISA required some adjustment by the NSA
in its approach to establishing probable cause. For example, while an NSA
analyst might base a probable cause determination to some extent on
intuition, similar to a “cop on the beat,” it was a different proposition when
that probable cause determination had to be reviewed by several OIPR
attormeys trying to anticipate how the FISA Court might view the judgment.
Olsen stated that it was also “new” for the NSA to document the probable
cause to the level OIPR believed the FISA Court would require. According to
Bradbury, the effort sought an equilibrium between “the necessary speed
and agility” and the “multiple layers of probable cause determination.”
Bradbury and Olsen both told the OIG that the NSA had concerns about
whether the FISA approach to content collection would work and the extent
to which a measure of effectiveness would be lost under FISA Court

supervision. {FS/SH/NF}
D. Domestic Selectors Application and Order—{TS8//SH/NF)—

In contrast to foreign selectors, Judge Howard advised the Justice
Department that requests for surveillance of the international calls of
domestic selectors — telephone numbers or e-mail addresses reasonably
believed to be used by individuals in the United States — should be filed with

S —

295 Qlsen told the OIG that he believes the NSA de-tasked some of these foreign
selectors. {FS/SHHNF—
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the Court in a separate application. Judge Howard also advised OIPR
officials that any such application should take a more traditional approach
to FISA, meaning the “facilities” targeted by the application should be
particular telephone numbers and e-mail addresses and that the probable
cause determination for tasking a selector would reside with the FISA Court,
not with NSA officials pursuant to minimization procedures. {FS//ASH/NE)}-

On January 9, 2007, the Department filed the first domestic selectors

application. The application sought two things. First, the application
requested authority to intercept the international communications of

_specific domestic selectors.296 Second, thé application
sought, for purposes of future applications, approval to use a “streamlined
version” of the emergency authorization procedures available under FISA.
These emergency procedures authorize the use of electronic surveillance for
a period of up to 72 hours without a Court order when the Attorney General
reasonably determined that an emergency situation exists. See 50 U.S.C.
§ 1805(f). The procedures required the Attorney General to inform the FISA
Court that the surveillance has been initiated and required the Department
to file with the Court an emergency application to continue the surveillance
not more that 72 hours after the surveillance was authorized. {FS//SH/NE)

The goal of the Department’s proposed streamlined emergency
application procedures, referred to in the January 9, 2007, application as a
“Verified Application,” was to ensure that the emergency surveillance
process be completed as swiftly as possible for qualifying domestic selectors.
The proposal allowed the Verified Application to incorporate by reference the
reasons or facts contained in the original domestic selectors application
necessary to satisfy some of the statutory requirements under FISA, instead
of reestablishing in each application for a new domestic selector that each of
the requirements of FISA were met. The only new substantive information
contained in a Verified Application would be the identity of the target, if
known, the telephone number the target was using or was about tg iseI ani

the factual basis suiioi'ii irobibli iﬁie ii ii"'eve the target is _
. and is using or is about

to use the identified telephone number. {FS/H-SH/NF)

Judge Howard granted the domestic selectors application on
January 10, 2007, for a period of 90 days. His Order also approved the

~ e-mail communications. The declaration summarized for each of the domestic selectors,
generally in two to three paragraphs, the facts that supported the government’s belief that

the telephone number was used or about to be used by a known or unknown agent o!
I - - i (" Urited Statcs. FS//StH/45)
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streamlined emergency authorization procedures proposed in the
application for any additional domestic selectors whose communications the
government sought to intercept during the 90-day period for which
surveillance was authorized.297 {F3//SH-/NE}-

NSD Deputy Assistant Attorney General Olsen told the OIG that in
comparison with foreign selectors, the Department conducted a more
rigorous review of the initial domestic selectors submitted to the FISA Court
to ensure that probable cause was met. Olsen said a few domestic selector
packages “on [their] face” lacked sufficient documentation and that these
deficiencies were apparent to OIPR attorneys reviewing the information
because the attorneys were looking at the information for the first time. He
said that the NSA analysts responsible for the selectors, in contrast, were
very familiar with the numbers and knowledgeable of details about the
users that might not have been evident to persons reviewing documentation
de novo. According to Olsen, for selector packages that were considered
deficient, the NSA either provided the Justice Department attorneys with
additional information or de-tasked the selector.298 (FS7//SH-/NF—

E. Last Stellar Wind Presidential Authorization Expires

ATSHSH/NF)—

On December 8, 2006, the President signed what would become the
final Presidential Authorization for the Stellar Wind program. The
December 8 Authorization was scheduled to expire on February 1, 2007.
However, Judge Howard’s January 10, 2007, Orders relating to foreign and
domestic selectors completed the transition of Stellar Wind'’s

297 On January 22, 2007, the Department filed, and Judge Howard approved, the
first Verified Application with the FISA Court using the streamlined procedures approved in

the Order. {F8/45H/NF}-

298 QOlsen and OIPR Deputy Counsel Margaret Skelly-Nolen told the OIG that during
the application for and implementation of the domestic selectors Order, it became apparent
that there were coordination problems between the FBI and the NSA. They noted that in
many instances a domestic selector the NSA sought to task was already targeted by an FBI
FISA order. According to Skelly-Nolen, in those cases problems can arise in providing
accurate, current, and consistent information to the FISA Court about such selectors. She
said the NSA’s practice has been to consult with the FBI analysts assigned to the NSA and
to request from them the most current information the FBI has about a particular
telephone number or user of that number. The FBI analysts at the NSA have access to FBI
databases to search for such information, although the most current information frequently
can only be obtained from the operational personnel at FBI Headquarters. As a
consequence, according to Skelly-Nolen, the FISA Court has on some limited occasions
been provided inconsistent information concerning domestic telephone numbers or the
users of those numbers. Olsen told the OIG that the domestic selectors Order has required
a higher level of coordination between the FBI and NSA and that the National Security
Division has worked to address this issue. FS7/St/7/NF—
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communications and meta data collection activities from Presidential
Authorization to FISA authority. Bradbury told the OIG that because it was
believed that Judge Howard’s Orders, particularly the foreign selectors
Order, provided the NSA sufficient flexibility to conduct content collection, it
was not necessary to renew the December 8, 2006, Presidential

Authorization. {FS/-£STLW//SL//OC/NE)}—

Therefore, on February 1, 2007, the Presidential Authorization for the
Stellar Wind program officially expired.299 {FS//SH-/NF—

F. First Domestic and Foreign Selectors FISA Renewal
Applications (F§//SH-/NF}—

Judge Howard’s January 10, 2007, Order's were set to expire after 90
days. During the week of March 20, 2007, the government filed renewal
applications to extend the authorities both as to domestic and foreign
selectors. These applications were filed with Judge Roger Vinson, the FISA

Court duty judge that week. {FS//SHNF—

The domestic selectors application, filed March 22, 2007, was in all
material respects identical to the government’s original application. Judge
Vinson granted the application on April 5, 2007.300 (FS//SLL/ NI}

The foreign selectors application was filed on March 20, 2007. The
content and construction of the March 20 application was substantially
identical to the government’s original application, and advanced the same
broad construction of the term “facilities” and the use of minimization
procedures to authorize NSA officials, instead of judges, to make probable
cause determinations (subsequently reviewed by the FISA Court) about

particular selectors. {FS//SH-/NE)

On March 29, 2007, Judge Vinson orally advised the Department that
he could not grant the foreign selectors application. His decision validated
some concerns within the Justice Department that Judge Howard’s original

299 On January 17, 2007, Attorney General Gonzales sent a letter to Senators Leahy
and Specter, the Chairman and Ranking Member of the Senate Judiciary Committee,
informing them of Judge Howard’s Orders. Gonzales’s letter stated that as a result of the
January 10, 2007, FISA Court Orders, any electronic surveillance that was occurring under
the Terrorist Surveillance Program would now be conducted under FISA, and that “the
President determined not to reauthorize the Terrorist Surveillance Program when the

current authorization expires.” {F8/ASH-NE—

300 As noted previously, the domestic selectors Order presented special coordination
issues between the FBI and the NSA, and i
The Order was renewed for the final time in

and has since expired. FS/HSHANE-




APPROVED FOR PUBLIC RELEASE

Order might not be a sustainable long-term strategy for intercepting the
communications of foreign selectors. Judge Vinson’s decision also
accelerated the Department’s efforts to obtain legislation amending the FISA
statute to authorize the type of surveillance conducted under Stellar Wind

and that was approved by Judge Howard. {TS//SL//NE)—

On April 3, 2007, Judge Vinson issued an Order and Memorandum
Opinion explaining the reasoning for his conclusion that he could not grant
the foreign selectors application. However, Judge Vinson did not deny the
government’s application. Instead, he encouraged the Department to file a
motion with Judge Howard requesting a 60-day extension of the existing
January 10, 2007, foreign selectors Order. In explaining why he was
encouraging the Department of file the motion with Judge Howard, Judge
Vinson wrote,

I have concluded that an extension for this purpose is
appropriate, in view of the following circumstances: that the
government has commendably devoted substantial resources to
bring the NSA’s surveillance program, which had been
conducted under the President’s assertion of non-FISA
authorities, within the purview of FISA; that a judge of this
Court previously authorized this surveillance in [the

January 10, 2007, foreign selectors Order], on substantially the
same terms as the government now proposes; that it would be
no simple matter for the government to terminate surveillance
of*phone numbers and e-mail addresses under
FISA authority, and to decide whether and how it should
continue some or all of the surveillance under non-FISA
authority; and, importantly, that within the allotted time the
government may be able to submit an application that would
permit me to authorize at least part of the surveillance in a
manner consistent with this order and opinion. {FS//SL/NE)___

Judge Vinson wrote that the Department’s foreign selectors renewal
application concerns an “extremely important issue” regarding who may
make probable cause findings that determine the individuals and the
communications that can be subjected to electronic surveillance under
FISA. In Judge Vinson’s view, the question was whether probable cause
determinations are required to be made by the FISA Court through
procedures established by statute, or whether the NSA may make such
determinations under an alternative mechanism cast as “minimization
procedures.” Judge Vinson concluded, based on past practice under FISA
and the congressional intent underlying the statute, that probable cause
determinations must be made by the FISA Court. {FS/HSH-NF—
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In explaining his reasoning, Judge Vinson first rejected the
Department’s broad construction of the term “facilities,” concluding that the
“electronic surveillance” under the government’s application - the
acquisition of the content of communications — was directed at particular
telephone numbers and e-mail addresses, and not at broad swaths of

government contended.

government cited for its broad interpretation of “facilities,” observing,
“[t]ellingly, none of the cited cases stand for the proposition on which this
application rests — that electronic surveillance is not ‘directed’ at particular
phone numbers and e-mail addresses,

Judge Vinson wrote that his conclusion was also supported by the
government’s and the Court’s past practice, as well as the legislative history
of FISA, which, according to Judge Vinson, made clear that “Congress
intended the pre-surveillance §udicial warrant procedure,’ and particularly
the judge’s probable cause findings, to provide an ‘external check’ on
executive branch decisions to conduct surveillance.” He wrote that the
overnment’s proposal that “the Court assess .
d make a highly a tract and generalized
probable cause finding ” removed from the
Court’s pre-surveillance purview the question of whether the
communications to be acquired will relate to the targeted foreign powers.301

~(FS/SH-NE—

Judge Vinson rejected the government’s “minimization probable cause
standard,” stating that “[m]inimization does not provide a substitute for, or
a mechanism for overriding, the other requirements of FISA.” Judge Vinson
concluded that government’s proposed minimization procedures, by
authorizing the NSA to make probable cause decisions, conflicted with
specific provisions of FISA that govern electronic surveillance, such the
requirement that only the Attorney General can grant emergency approvals
to conduct surveillance (followed within 72 hours by an application to the

301 Stated another way, “[the application] represented that NSA will make the
required probable cause finding for each such facility before commencing surveillance.”
Judge Vision wrote, “[t|he application seeks, in effect, to delegate to the NSA the Court’s
responsibility to make such findings ‘based on the totality of circumstances.’ Obviously,
this would be inconsistent with the statutory requirement and the congressional intent that
the Court make such findings prior to issuing the order (emphasis in original).”
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FISA Court), and that renewals for surveillance coverage must be based on
“new findings” of probable cause by a judge. Judge Vinson summarized his
position:

The clear purpose of these statutory provisions is to ensure
that, as a general rule, surveillances are supported by judicial
determinations of probable cause before they commence; that
decisions to initiate surveillance prior to judicial review in
emergency circumstances are made at politically accountable
levels; that judicial review of such emergency authorizations
follows swiftly; and that decisions to continue surveillance
receive the same degree of scrutiny as decisions to initiate. The
law does not permit me, under the rubric of minimization, to
approve or authorize alternative procedures to relieve the
government of burdensome safeguards expressly imposed by

the statute. {F8//SH//NF—

Judge Vinson wrote that he was mindful of the government’s
argument that the proposed minimization procedures were necessary to
provide or enhance the “speed and flexibility” with which the NSA responds
to threats, and that foreign intelligence information may be lost in the time
it takes to obtain Attorney General emergency authorizations. However, in
Judge Vinson’s view, FISA’s requirements reflected a balance struck by
Congress between privacy interests and the need to obtain foreign
intelligence information, and until Congress took legislative action on FISA
to respond to the government’s concerns, the Court must apply the statute’s
procedures.302 He concluded that the government’s application sought to
strike a different balance for the surveillance of foreign telephone numbers
and e-mail addresses. Vinson rejected this position, stating, “provided that
the surveillance is within FISA at all, the statute applies the same
requirements to surveillance of facilities used overseas as it does to
surveillance of facilities used in the United States,”303 4F3/7/8f/7NF|—

302 Judge Vinson stated that he recognized that the government maintained the
President may have constitutional or statutory authority to conduct the surveillance
requested in the renewal application. Judge Vinson stated, “[n]othing in this order and
opinion is intended to address the existence or scope of such authority, or this Court’s

jurisdiction over such matters.” {FS//SH/NF—

303 Judge Vinson wrote in a footnote that the status of the proposed surveillance as
being within the scope of FISA was “assumed, but not decided, for purposes of this order
and opinion.” He continued, “I believe that there are jurisdictional issues regarding the
application of FISA to communications that are between or among parties who are all
located outside the United States.” Judge Vinson suggested that “Congress should also
consider clarifying or modifying the scope of FISA and of this Court’s jurisdiction with
regard to such facilities . . . .” Bradbury told the OIG that Judge Vinson's suggestion was
an important spur to Congress's willingness to consider FISA modernization legislation in

(Cont’d.)
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Attorney General Gonzales told us that his reaction to Judge Vinson’s
decision was one of “disappointment” and that the decision “confirmed our
concern about going to the [FISA Court].” Gonzales also said he believed the
decision was “troubling for purposes of the national security of our country.”

~(TS77STLW/ 7SI/ 7OC/NF-

Bradbury told us the government considered several options after
Judge Vinson’s ruling, including appealing the decision to the FISA Court of
Review. However, he said the decision was made to attempt to work with
Judge Vinson to craft a revised application and also separately to renew the
Administration’s efforts to obtain legislation to modernize FISA.

~(PS +SHH N

G. Revised Renewal Application for Foreign Selectors and
Order {TS//SL//NF)

As suggested by Judge Vinson, in April 2007 the Justice Department-
obtained from Judge Howard an extension of the existing foreign selectors
Order until May 31, 2007, to prepare a revised foreign selectors application.
In the interim, the Department filed two reports with Judge Vinson
describing a new approach to foreign selectors that addressed the concerns
expressed in his Opinion, and that sought input from the Court about how

best to facilitate the sulyzni application that would seek authority
to direct surveillance a selectors. {FS//SHNF)-

On May 24, 2007, the Department filed a revised renewal application
seeking to renew, with modifications, the authorities granted in Judge

Howard’s January 10, 2007, Order. However, the application did not
include the broad construction of “facilities” and instead sought authority to

conduct electronic s illance of conventional facilities ~ telephone
numbers and ‘e mail IR > T application

also did not include the “probable cause minimization standard” approved

the summer of 2007. In Section IV below, we summarize this legislation, the Protect
America Act, and its successor, the FISA Amendments Act of 2008. PSRN

the May 24, 2007, application, such uses incl

304 According to
jcati sent to and from a targeted e-mail “address,”

The May 24 application was the
to use the term “e-mail
e the lacuity at wnicn e-mail surveillance would be

directed;

However, according to the application, the government “routinely requests, and the Court
authorizes, electronic surveillance using [the e-maﬂ*] descriptor
{FSHSTEW/SHH 06/ N F—

to identify this type of facility.”
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by Judge Howard that had the effect of shifting from the FISA Court to the
NSA the probable cause determinations about particular selectors.

TS77SHNF

However, the targets of the government’s revised application remained
selectors (telephone number and e-mail facilities) reasonably believed to be
used outside the United States and for which there is probable cause to
believe were bein

305 The application also sought

and in the same manner as was approved

in Judge Howard’s Order.306 FS/ASHNE)-

ecifically, the application requested authority to direct surveillance
a categories of foreign selectors:

 Foreign telephone number and e-mail selectors presently known

to the government. This category accounted for a portion of the
ﬁforeign selectors already under surveillance

pursuant to Judge Howard’s Order.307

305 The May 24, 2007, application explicitly stated that the government was not
seeking surveillance authaority for any new facilities reasonably believed by the NSA to be
used by U.S. persons. The application stated that surveillance of those facilities would be
initiated only through FISA’s emergency authorization provisions and the streamlined FISA
applications approved for domestic selectors.

307 The government submitted an appendix with the revised renewal application
that identiﬁed_ facilities and contained the factual basis for the NSA’s
belief that each of the facilities was being used by a person outside the United States and

for which there was probable cause to believe were being used or about to be used by a
member or agent of one of the targeted foreign powers. The government had provided
Judge Vinson these facilities on a rolling basis during May 2007 for his consideration. The
NSA discontinued the surveillance of facilities that were targeted under Judge Howard’s
Order, but that were not included among the facilities submitted to J udge Vinson for
approval_The NSA told the OIG that the decision to discontinue surveillance on these

hfaeiﬁties largely was a resource decision and that- facilities figure
was the amount the NSA could timely process for filing with the Court. SR
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s Foreign e-mail selectors (not telephone number selectors)
presently unknown to the government but that “refer to” or are
“about” known foreign e-mail selectors. This category of
surveillance, which the NSA had been conducting under Judge
Howard’s Order, includes situations where an already targeted
e-mail facility is mentioned in the body of a message between

two third-party, non-targeted facilities.308 {FS//SH-/NF)

According to the application, memOf
surveillance would enable the NSA to irfftrate CLIcuICT UL 11CWLy

discovered facilities “with the speed and agility necessary to obtain vital
intelligence and to detect and prevent terrorist attacks.” The application
stated

The collection authorities requested in the renewal application that
pertained to currently unknown facilities would, according to the

application, address this limitation.309 {FS//SL/NE) .

Judge Vinson granted the government’s revised renewal application
on May 31, 2007. His Order authorized, for a period of 90 days, each of the
categories of electronic surveillance described above, although the

308 The category presented an issue under FISA in that communications are being
acquired because they contain the targeted e-mail selector, and not because there was
probable cause to believe the e-mail accounts sending or receiving the communications are
used or about to be used by an international terrorist group. In such cases, the
surveillance is not “directed at” the targeted e-mail selector. The government argued that
such acquisition was still consistent with FISA because, “at the time of acquisition, the NSA
has probable cause to believe that the facilities at which the NSA is directing surveillance

are being used by the foreign power target.” {FS7/SH/NF—

309 The government argued that the FISA Court’s authority to authorize subsequent
collection against new selectors unknown to the government at the time an application was
approved is rooted in section 1805(c)(3) of FISA. That provision imposes specific reporting
requirements on the government where the FISA Court approves an electronic surveillance
in circumstances where the nature and location of each of the facilities at which
surveillance will be directed is unknown at the time of the application. {FS/ASH-NF}
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Order defined the precise circumstances under which the NSA could acquire
communications falling within the -category of surveillance.319 The

also included reporting schedules with respect to the|||| G
ﬂcategories of surveillance, for which the government was required to
submit newly discovered selectors to the Court. {FSAHSH-ANF)—

Judge Vinson initially approved_foreign selectors

under the terms of his May 31, 2007, Order (these selectors were submitted
with the government’s May 24, 2007, application). Shortly after the Order
was issued, the FISA Court decided that the weekly reports filed by the
government notifying the Court of newly discovered selectors, as well as the
government’s motions seeking approval to conduct surveillance on
additional selectors, could be filed for review with any member of the Court.
As the government received feedback from judges on the first reports and
motions that were filed, it observed that judges were applylng a more
rigorous standard of review to the factual basis su urveillance
for each selector than Judge Vinson applied to the selectors he
approved. The government consequently adjusted the amount of factual

information it provide in subsequent reports and motions
and ultimately added foreign selectors to Judge
Vinson'’s Order. {FS//SH-/NF)-

According to Bradbury, the more rigorous scrutiny applied by FISA
Court judges after Judge Vinson’s initial approva.\i foreign selectors

caused the NSA place only a fraction of the foreign selectors under coverage
than it wanted to. This concern, combined with the comparatively laborious
process for targeting foreign selectors under Judge Vinson’s Order,
accelerated the government’s efforts to obtain legislation that would amend
FISA to address the government’s surveillance capabilities within the United
States directed at persons located outside the United States. The Protect
America Act, signed into law on August 5, 2007, accomplished this objective

However, his Order
authorized the surveillance of any previously non-targeted e-mail facilities that transmitted
e-mail messages containing a targeted e-mail account only when the NSA determined,
based on the acquired communication and other intelligence or publicly available
information, that there was probable cause to believe the e-mail facility was being used, or
was about to be used, by one of the targeted foreign powers. Judge Vinson agreed with the
government’s position that there was probable cause to believe that Internet
communications relating to a previously targeted e-mail facility were themselves being sent
or received by one of the targeted foreign powers and could be acquired. Judge Vinson
called this holding “novel,” but concluded that the decision was “consistent with the overall
statutory requirements; it requires the government to promptly report and provide
appropriate justification to the Court; and it supplies the Government with a necessary
degree of agility and flexibility in tracking the targeted foreign powers.” {FS//SH/NF—
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and effectively superseded Judge Vinson’s foreign selectors Order. The
government therefore did not seek to renew the Order when it expired on

August 24, 2007. {TS//SHANF

In the next section, we summarize the effect of the Protect America
Act and successor legislation, the FISA Amendments Act of 2008. (U)

IV. The Protect America Act and the FISA Amendments Act of
2008 (U)

In August 2007, the Protect America Act was enacted, amending FISA
to address the government’s ability to conduct electronic surveillance in the
United States of persons reasonably believed to be located outside the
United States. This legislation expired on February 1, 2008, but was
extended by Congress to February 16, 2008. In July 2008, the FISA
Amendments Act of 2008 was enacted, which, among other things, created
a comprehensive process under FISA for content collection directed at
foreign targets. These two laws modernized the FISA statute as it applied to
the acquisition in the United States of communications of persons
reasonably believed to be outside the United States. (U)

As discussed in Chapter Three, FISA was enacted in 1978 when most
international calls were carried by satellite. The interception of such calls
constituted “electronic surveillance” for purposes of FISA only if the
acquisition intentionally targeted a U.S. person in the United States, or if all
participants to the communication were located in the United States. Thus,
government surveillance of satellite communications that targeted foreign
persons outside the United States generally was not considered electronic
surveillance, and the government was not required to obtain a FISA Court
order authorizing the surveillance even if one of the parties to the
communication was in the United States. However, in the mid-1980s, fiber
optic technology began to replace satellites as the primary means for
transmitting international (and domestic) telephone communications. This
change brought within FISA’s definition of “electronic surveillance” the
acquisition of telephone calls to or from a person in the United States if the
acquisition occurred in the United States, thereby triggering the
requirement that the government obtain FISA Court orders to conduct
surveillance that it previously conducted outside of FISA. {FS//SH-/NF)

Under the Stellar Wind program, the NSA collected international
o e e

by targeting facilities (telephone
numbers and e-mail addresses) located outside the United States (foreign
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selectors).31! As noted in Chapters Three and Four, the Administration
contended that FISA, as supplemented by a subsequent legislative
enactment (the AUMF), did not preclude the surveillance activities under
Stellar Wind, or in the alternative represented an unconstitutional
infringement on the President’s Article II authority as Commander in Chief
to the extent it conflicted with these collection activities.

{ESF/STEW/SH7OC/NF)-

The Justice Department’s effort to transfer content collection from
presidential authority under Stellar Wind to FISA raised the issue of FISA’s
application to the acquisition in the United States of communications to or
from targeted foreign selectors. The Protect America Act and the FISA
Amendments Act, in slightly different ways, addressed this issue by treating
the communications of persons reasonably believed to be located outside
the United States differently from communications of persons located in the

United States.312 {TS/AHSTEWA/SHH/OC/NE) —
A. The Protect America Act (U)

The Protect America Act of 2007, Pub. L. No. 110-55, was a temporary
measure signed into law on August 5, 2007.313 The Protect America Act’s
chief objective was to exclude from the requirements of FISA the
interception in the United States of communications of persons located
outside the United States, the category of communications referred to above
as “foreign selectors.” (U)

The Protect America Act amended FISA so that the interception of
foreign selector communications fell outside the statute’s definition of
“electronic surveillance.” Under the original definition of “electronic
surveillance,” FISA generally applied to any communication to or from a
known United States person inside the United States if the communication
is acquired by targeting the known United States person.3!4 FISA also

311 The NSA also targeted under Stellar Wind a much smaller number of facilities

located inside the United States (domestic selectors). {F5//STEWSHOG/NE-

312 The two laws did not substantially affect the provisions of FISA relating to pen
register and trap and trace surveillance or to the production of “tangible things.” The
government continues to collect bulk e-mail and telephone meta data under the PR/TT and
Section 215 Orders described in Sections I and II of this chapter. AFS/SH/NF

313 The Protect America Act was set to expire 180 days after its enactment, or on
February 1, 2008. However, Congress passed and on January 31, 2008, the President
signed a bill to extend the Protect America Act for 15 days while further discussions on new
legislation occurred. However, no agreement was reached on new legislation and the Act
expired on February 16, 2008. (U)

314 The original FISA definition of “electronic surveillance” included:
(Cont’d.)
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applied to the acquisition of other communications (such as
communications acquired by targeting persons outside the United States) if
the communication was a “wire communication” and the acquisition
occurred inside the United States. (U)

The Protect America Act amended FISA by stating: “Nothing in the
definition of electronic surveillance . . . shall be construed to encompass
surveillance directed at a person reasonably believed to be located outside
the United States.” The effect of this amendment was to exclude from the
requirements of FISA any communication acquired by targeting a foreign
selector, regardless of where the communication was intercepted or whether
the communication traveled by wire. As a result, the Act eliminated the
need for Judge Vinson’s May 2007 foreign selectors Order, because the
collection of communications targeted under that Order no longer
constituted “electronic surveillance” under FISA and therefore no longer

required FISA Court orders.315 {F8//SH-/NF}

(1) the acquisition by an electronic, mechanical, or other surveillance device
of the contents of any wire or radio communication sent by or intended to be
received by a particular, known United States person who is in the United
States, if the contents are acquired by intentionally targeting that United
States person, under circumstances in which a person has a reasonable
expectation of privacy and a warrant would be required for law enforcement

purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device
of the contents of any wire communication to or from a person in the United
States, without the consent of any party thereto, if such acquisition occurs
in the United States, but does not include the acquisition of those
communications of computer trespassers that would be permissible under
section 2511(20(i) of Title 18;

(3) the intentional acquisition by an electronic, mechanical, or other
surveillance device of the contents of any radio communication, under
circumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes, and if both
the sender and all intended recipients are located within the United States;

or

(4) the installation or use of an electronic, mechanical, or other surveillance
device in the United States for monitoring to acquire information, other than
from a wire or radio communication, under circumstances in which a person
has a reasonable expectation of privacy and a warrant would be required for
law enforcement purposes.

50 U.S.C. § 1801(f). (U)

315

- (Contd.)
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In the place of individualized FISA Court orders, the Protect America
Act also inserted several provisions into the FISA statute to govern the
acquisition of communications from persons “reasonably believed to be
outside the United States.” These provisions authorized the Attorney
General and the Director of National Intelligence to acquire foreign
intelligence information concerning such persons for up to one year,
provided these officials certified that there are reasonable procedures in
place for the government to determine that a target is reasonably believed to
be outside the United States and that the acquisition of the foreign
intelligence therefore is not “electronic surveillance” under the amended
definition of the term.316 The targeting procedures accompanying the
certification had to be submitted to the FISA Court for approval, based on
the clearly erroneous standard, within 120 days of the Protect America Act’s
enactment. However, the certification was not required to identify specific
facilities or places at which the acquisition of foreign intelligence
information would be directed.317 (U)

In addition, the Protect America Act authorized the Attorney Gerieral
and the Director of National Intelligence to direct a person
(telecommunications carriers) to provide the government with “all
information, facilities, and assistance necessary to accomplish the
acquisition in such a manner as will protect the secrecy of the
acquisition. . . .” Protect America Act, Sec. 2(e). The Protect America Act
also authorized the Attorney General and the Director of National

The Protect America Act addressed this issue by excluding all
surveillance directed at persons reasonably believed to be outside the United States.

SR —

316 The Attorney General and the Director of National Intelligence also had to certify
that the acquisition involves the assistance of a communications service provider; that a
“significant purpose” of the acquisition to obtain foreign intelligence information is for
foreign intelligence purposes; and the minimization procedures to be used with the
acquisition activity comport with 50 U.S.C. § 1801(h). Protect America Act, Sec. 2, codified
in FISA at 50 U.S.C. § 1805B(a)(1)-(5). (U)

317 The Protect America Act left unchanged the procedures for acquiring foreign
intelligence information by targeting foreign powers or agents of foreign power inside the
United States, as well as the procedures under Executive Order 12333 Sec. 2.5 to obtain
Attorney General approval before acquiring foreign intelligence information against a U.S.
person outside the United States. Thus, FISA orders issued prior to the enactment of the
Protect America Act, and FISA orders, including applications for renewals, sought after
enactment of the Protect America Act but not pursuant to the Act’s amendments
(acquisition of foreign intelligence information from targets outside the United States) were
still subject to FISA as it existed prior to the Protect America Act. The Protect America Act
also provided, by means of an “opt-out” clause, that the government did not have to use the
new procedures for new applications and could instead file applications under the
provisions of FISA as it existed before the Protect America Act. See Protect America Act,
Sec. 6(b). (U)
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Intelligence to seek the assistance of the FISA Court to compel compliance
with such directives, and implemented procedures for the
telecommunications carriers to challenge the legality of any such
directives.318 (U)

The Protect America Act authorized the Attorney General and the
Director of National Intelligence to issue orders without individualized FISA
Court approval for up to one year targeting persons reasonably believed to
be outside the United States. These orders remained in effect beyond the
expiration of the Protect America Act on February 16, 2008. (U)

On August 10, 2007, the Attorney General and the Director of
National Intelligence filed a certification with the FISA Court, as required
under the Protect America Act, relating to surveillance of persons
reasonably believed to i i i
information concernin

The certification included directives for assistance to specific

telecommunications carriers. {FS//SIANE)
_foreign selectors under Judge Vinson’s Order

were “rolled over” to the new Protect America Act authority. A Deputy
Assistant Attorney General in the National Security Division familiar with
the transition of Stellar Wind to FISA Court authority told us that the
government also began to “build new selectors” under the Protect America
Act and worked toward restoring the universe of foreign selectors that were
first authorized for tasking under Judge Howard’s January 2007 Order
when content collection under Stellar Wind initially had migrated to FISA

Court authority. {TS/A/SL/NE)}

Although the Department viewed the Protect America Act as an
adequate temporary fix to those provisions of FISA seen as outdated
because of changes in telecommunications technology, Department officials
continued to press Congress for more permanent modernization legislation.

(U)

318 The Protect America Act also stated that any person providing assistance to the
government pursuant to a governmental directive would not be subject to any cause of
action for providing such assistance. However, the Protect America Act did not grant
retroactive legal immunity to any “person,” a term defined in FISA to include “any group,
entity, association, corporation, or foreign power.” 50 U.S.C. § 1801(m}. On August 22,
2008, the FISA Court of Review upheld as constitutional the Protect America Act provision
authorizing the Director of National Intelligence and the Attorney General to direct a person
to assist the government in implementing the Act. See In Re: Directives [redacted text]
Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, No. 08-01. {U)
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B. The FISA Amendments Act of 2008 (U)

On July 11, 2008, the President signed the Foreign Intelligence
Surveillance Act of 1978 Amendments Act of 2008 (FISA Amendments Act).
This legislation, composed of four titles, replaced the Protect America Act
with similar but more comprehensive surveillance authority. The provisions
of the FISA Amendments Act expire, with limited exceptions, on
December 31, 2012, (U)

A chief objective of the FISA Amendments Act was to change the rules
for intercepting the electronic communications of persons reasonably
believed to be outside the United States when the acquisition occurs in the
United States. As discussed above, the Protect America Act accomplished
this by amending FISA’s definition of “electronic surveillance” to exclude this
activity from FISA requirements. The FISA Amendments Act took a different
approach. Instead of excluding the activity from the statute’s definition of
“electronic surveillance,” the FISA Amendments Act created a new title in
FISA to govern how the government may conduct this electronic
surveillance. Under this approach, the FISA Amendments Act, unlike the
Protect America Act, distinguishes between the targeting of non-U.S. and
U.S. persons reasonably believed to be outside the United States.319 (U)

For non-U.S. persons, the new title created by the FISA Amendments
Act provides for surveillance authority similar to the Protect America Act.
Instead of requiring the government to obtain individualized orders from the
FISA Court to intercept communications of non-U.S. persons reasonably
believed to be outside the United States, the FISA Amendments Act
authorized the government to conduct any such interceptions for a period of
up to one year provided that it adopts, and the FISA Court approves, general
targeting procedures designed to ensure that the new authority is not used

319 The Senate Select Committee on Intelligence (SSCI) prepared a
section-by-section analysis of the FISA Amendments Act of 2008 explaining the significance
of the FISA Amendment Act’s approach. According to the SSCI report, the goal of the
Protect America Act in redefining the term “electronic surveillance” was to exclude the
surveillance of persons outside the United States from the individualized order
requirements of FISA. However, a consequence of the term’s redefinition was to broadly
exempt foreign surveillance activities both of non-U.S. and U.S. persons outside the United
States. The FISA Amendments Act of 2008, instead of adopting the Protect America Act’s
modified definition of “electronic surveillance,” explicitly stated that the targeting of
non-~U.S. persons outside the United States shall be conducted under the new FISA
procedures, which does not require an application for a FISA order. In this way, the FISA
Amendments Act accomplished the same goal as the Protect America Act without
exempting the targeting of U.S. persons outside the United States from FISA's
individualized order requirements. (U)
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to direct surveillance-at persons within the United States or at U.S. persons
outside the United States.320 (U)

In contrast, to conduct U.S.-based surveillance of U.S. persons
reasonably believed to be located outside the United States, the FISA
Amendments Act requires the government to obtain individualized FISA
Court orders for 90-day periods based on a showing of probable cause to
believe that the U.S. person is outside the United States and is a foreign
power or an agent, officer, or employee of a foreign power. Such
surveillance previously was governed by Executive Order 12333, and
required only a certification from the Attorney General, not the FISA Court.

(V)

Compared to Stellar Wind, the FISA Amendments Act provides the
government broader authority to acquire in the United States, with Court
supervision, the communications of non-U.S. persons reasonably believed to
be located outside the United States. Under Stellar Wind, the NSA was
authorized to collect communications where there was probable cause to
believe the communications originated or terminated outside the United
States and a party to the communications was al Qaeda or a group affiliated
with al Qaeda. Under the FISA Amendments Act, the NSA is authorized to
collect in the United States any communications of non-U.S. persons
reasonably believed to be located outside the United States, provided
significant purpose of the acquisition pertains to foreign intelligence.

320 Like the Protect America Act, in addition to these targeting procedures the
certification the government is required to file with the FISA Court must also contain
minimization procedures and state that a significant purpose of the acquisition that will be
conducted is to obtain foreign intelligence information. However, unlike the Protect
America Act the FISA Amendments Act does not limit the FISA Court’s review of the
targeting procedures to a “clearly erroneous” standard. On August 5, 2008, the
government submitted to the FISA Court a certification pursuant to the FISA Amendments
Act. On September 5, 2008, the Court approved the certification and the use of the
targeting and minimization procedures the government submitted. 1S/ NF}-

321 On the other hand, the FISA Amendments Act does not similarly broaden the
government’s authority to conduct surveillance of U.S. persons reasonably believed to be
located outside the United States. The Presidential Authorizations did not distinguish
between U.S. and non-U.S. persons, and the NSA was authorized under Stellar Wind to
intercept the communications of U.S. persons (domestic selectors) provided the
communications originated or terminated outside the United States.
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In Chapter Three, we noted that under certain circumstances
technolog1cal limitations associated with the e-mail content aspect of the

The NSA undertook measures to identify and correct incidents.
under Stellar Wind, and the government described the i issue
to the FISA Court in the December 2006 apphcatlon th
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V. OIG Analysis (U)

As discussed in this chapter, the government’s effort to transition
Stellar Wind from presidential authority to FISA, which began in March
2004, eventually resulted in all three baskets of collection being authorized
by FISA. While the legal theories supporting this transition were aggressive,
we believe that the Department could have and should have pursued
transition to FISA as a viable legal alternative earlier than it did, rather than
operate aspects of the Stellar Wind program solely under presidential
authority for several years.

In Chapters Three and Four we discussed John Yoo’s 2001 and 2002
memoranda concerning the legality of Stellar Wind and his contention that
FISA represented an unconstitutional infringement on the President’s
Commander-in-Chief authority under Article II of the Constitution to
conduct electronic surveillance during wartime. We recognize that Yoo’s
analysis was to some extent a response to the extraordinary circumstances
that confronted the federal government immediately after the September 11
terrorist attacks and its effort to take emergency steps to thwart what many
officials believed was an imminent second wave of attacks. Yet, even if one
agrees with Yoo’s Article II analysis and supports the decision to enhance
outside the judicial or legislative process the NSA’s signals intelligence
collection capabilities, we believe there are strong countervailing
considerations that favored attempting to transition the program to FISA,
especially as Stellar Wind became less a temporary response to the
September 11 attacks and more a permanent surveillance tool.

(FS/FSTEWBHHOC N

Chief among these considerations was the Stellar Wind program’s
substantial effect on privacy interests of U.S. persons. Under Stellar Wind,
the government engaged in an unprecedented collection of information
concerning U.S. persons. The President authorized the NSA to intercept,
without judicial approval or oversight, the content of international
communications involving many U.S. persons and the NSA collected large
amounts of non-content data about U.S. persons’ domestic and
international telephone calls and to a lesser extent e-mail communications
for possible analysis consistent with the extant Presidential Authorization.
We believe the FISA Court, as an Article III court and the judicial authority
charged by statute to oversee U.S.-based electronic surveillance and other
collection activities affecting U.S. persons for foreign intelligence purposes,
was the appropriate entity to monitor and approve such broad acquisitions
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of U.S.-person information conducted under Stellar Wind.322

TS { STLWH/SH-FOSNF-

Second, as several Justice Department and NSA officials commented,
the FISA statute offered a “firmer footing” for the NSA’s collection activities
under Stellar Wind. As discussed in Chapter Three and Four, the
aggressive assertion of Article II authority on which Stellar Wind was based
largely reflected the legal reasoning of a single Justice Department attorney
working alone, without adequate review or scrutiny of his analysis. As we
also concluded, this led to a flawed legal analysis on which the program
rested for several years, This approach also led to a contentious dispute
between Department and White House officials in 2004 involving renewal of
aspects of the program. By contrast, the FISA statute provided an
alternative basis for Stellar Wind-like collection activities that we believe
should have been considered, and pursued, much earlier by the

Administration. (FSAH-STEWHSHHOG/NE)

In this regard, the White House’s strict control over the Justice
Department’s access to the program lessened the opportunity for lawyers
with relevant expertise to advise the Administration on the viability of
working within the FISA statute to achieve the same operational objectives
as the Stellar Wind program. Moreover, as the limited number of
Department read-ins persisted, meaningful consideration of FISA as an
alternative to presidential authority for the program was limited.323

RS EREUHSH [OC

322 For instance, under Stellar Wind the meta data querying standards did not
include restrictions on acquiring data that may have been based solely on the exercise of
First Amendment rights. When these activities were placed under the FISA Court’s
supervision, the Court required that this intelligence-gathering activity adhere to the FISA
standard that an e-mail address or telephone number cannot be targeted for acquisition

based solely on activities protected by the First Amendment. {TS//STN-/SH/GE7NF)
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We also found there were operational benefits to transitioning Stellar
Wind to FISA. The PR/TT and Section 215 Orders to collect e-mail and
telephone meta data that were eventually obtained from the FISA Court
allowed the government to compel the
telecommunications carriers.

The transition of Stellar Wind to FISA authority, together with the
passage of the Protect America Act, allowed the NSA to begin the process to
close, or “de-compartment,” the Stellar Wind program. This change, which
was not completed until mid-2008, has allowed agents in FBI field offices
greater access to information about the telephone numbers and e-mail

addresses being provided as leads. As described j
rincipal complaint of agents who were assignedW and
hleads was the lack of detail provided about the nature of the
international contacts and the foreign entity allegedly involved with
terrorisin that was one of the communicants. These details often were not
provided because of the highly classified and compartmented nature of the
Stellar Wind program. Now that such information is gathered under FISA

authority and not compartmented as it was under Stellar Wind, it is
classified at a level that allows agents in FBI field offices to gain access to

additional details upon request.32 (FS/STEW//SHFOC/ NF—

We recognize that Stellar Wind’s transition to FISA resulted in the
imposition of new responsibilities and conditions on the exercise of these
unprecedented collection authorities. In the PR/TT and Section 215 Orders,
the FISA Court imposed significant oversight measures that were not
required under Stellar Wind. To be sure, the government, particularly the
NSA, must devote substantial resources to ensure compliance with these
oversight measures. Yet, we believe that such requirements are
appropriate, given the massive amounts of data collected and the potential

impact on the privacy interests of U.S. persons. (TSA/STLW/SHOCHNF)

We also recognize that the transition of content collection from
presidential authority to statutory authority under FISA resulted in
significant diminution in authorized surveillance activity of the content of
communications. We described in this chapter how first under Judge
Howard’s Order, and then more significantly under Judge Vinson’s revised

324 Chapter Six of this report discusses FBI agents’ improved access to :
program-derived information under FISA after the Stellar Wind program was closed.




Order, the NSA placed increasingly fewer foreign selectors under FISA
coverage as compared to Stellar Wind. The NSA was tasking
qforeign selectors under Stellar WinMe of the first content
application in December 2006, but placed I} foreign selectors under
surveillance coverage under Judge Vinson’s May 2007 Order. National

Security Division officials told us that they successfully added
approximately—foreign selectors under the terms of the

Court’s Order. {FSHSTEWHSHAOE/NF)—

However, we believe that such broad surveillance and collection
activities conducted in the United States, particularly for a significant period
of time, should be conducted pursuant to statute and judicial oversight,
even though this resulted in a diminution of foreign selectors due to
resource issues. We also believe that placing the activities under Court
supervision provides an important measure of accountability for the
government’s conduct that is less assured when the activities are both
authorized and supervised by the Executive Branch alone.325

(TS //STLW//ST//OC/NE)

In sum, we concluded there were compelling reasons to pursue
beginning the process of transitioning the collection activities of Stellar
Wind to FISA authority earlier th 2004. These included the
program’s large collection of information about U.S. persons, which
warranted judicial oversight; the instability of the legal reasoning on which
the program rested for several years; and the substantial restrictions placed
on FBI agents’ access to and use of program-derived information due to
Stellar Wind’s highly classified status. We acknowledge that transitioning
Stellar Wind’s collection activities to FISA would have been an enormously
complex and time-consuming effort that rested upon novel interpretations
and uses of FISA that not all FISA Court judges would authorize.
Nevertheless, the events described in this chapter demonstrate that a full
transition to FISA authority was achievable and, and in our judgment,

should have been pursued earlier. {FS/HSTEW//SHAOC/NE)—

325 Bye e Vinson’s decision re ing the foreion selectors content
application, was not
without benefit. Judge Vinson’s decision reflected what some intelligence officials
considered limitations in the FISA statute as it applied to the acquisition of
communications in the United States of persons located outside the United States,
especially non-U.S. persons. In this way, transitioning Stellar Wind’s content collection to
FISA helped the government make its case to Congress in concrete, non-hypothetical terms

for modernization legislation amending the statute. {FS{+STEWLSHLOGC/NE)—
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The preceding chapters examined the evolution of the Stellar Wind
program and its transition from Presidential Authorization to FISA
authority. In this chapter, we examine more closely the FBI's involvement
in Stellar Wind and the impact the program had on FBI counterterrorism

efforts. {FS/+STLW/SHOENF—

is the codename for the project, classified at the Secret
level, that the FBI initiated in September 2002 to disseminate Stellar Wind
information to FBI field offices in a manner that did not disclose the source
of the information or the means by which it was acquired. The FBI
originally opened —as an administrative file to serve as the
repository for all communications FBI Headquarters disseminated to FBI
field offices relating to Stellar Wind information, as well as all
communications FBI Headquarters received from field offices reporting the
results of any investigation conducted in response to the “tipped”
information originating from Stellar Wind. In November 2006, the FBI
opened an investigative file under the name 326

Section I of his chapter summarizes how the FBI used - to
disseminate Stellar Wind information to FBI field offices. Section II
describes the FBI’s decision in mid-2003 to make its headquarters-based
Communications Analysis Unit (CAU), instead of FBI field offices,
responsible for issuing National Security Letters (NSL) to obtain subscriber
information for telephone numbers (basket 2 of Stellar Wind) disseminated
under_.327 Section III discusses the role the FBI played,
beginning in approximately March 2004, in the process to “scrub”
international terrorism FISA applications for Stellar Wind information.

~FSH/ ST/ SHHOC/NE)

Section IV of this chapter examines the impact of the information
obtained from Stellar Wind on FBI counterterrorism efforts. It first provides
statistics concerning the number of tippers the NSA derived from Stellar
Wind information — telephony, e-mail, and content — disseminated to FBI

326 As discussed in Chapter Three,- was preceded by the_
which the FBI created in October 2001 to receive and disseminate Stellar

Wind-derived information. {FS/H-SFEW//SHFOE/NF)

327 The CAU is the successor to the Telephone Analysis Unit (TAU), which the FBI
created after the September 11 terrorist attacks to analyze telephone communications. The
CAU assumed TAU’s responsibilities in late 2002. {S/AHNFf
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field offices through the— rocess. Next, it describes how FBI
field offices generally investigated_tippers and the typical results
of the investigations. The section then summarizes two statistical surveys
of meta data tippers the FBI conducted in 2006 to assess the value of Stellar
Wind to FBI operations, and describes observations about the program’s
contribution and value provided by FBI officials and employees in OIG
interviews and contained in documents the OIG obtained during the course
of this review. In addition, the section examines five FBI international
terrorism investigations commonly cited as examples of Stellar Wind’s
contribution to counterterrorism efforts in the United States.328

TS STLWH[SHOEfNF)

Lastly, Section V of this chapter contains the OIG’s analysis o-
impact on FBI operations. (S//NE-—

L !Process—(S-/—/—N—F—)—

The-process was managed by a group of FBI employees
from CAU, designated as “Team 10,” who in February 2003 were assigned
full-time to the NSA to work on the Stellar Wind program.322 Team 10 was
described to us as a “conduit” and a “curtain” between Stellar Wind and the
FBI, in that Team 10’s chief responsibility was to disseminate Stellar
Wind-derived information to FBI field offices for investigation without
disclosing that the NSA was the source of the information or how the NSA

acquired the information. {FS/STEW/SH/OE/NF}

Team 10 initially was staffed with two FBI special agents {one of
whom served as supervisor) and two analysts. The CAU subsequently
replaced one agent position with a third analyst and later added a fourth
analyst. At the NSA, Team 10 was co-located in a large open space with
dozens of NSA and other Intelligence Community personnel assigned to the
Stellar Wind program. Each team member was provided a computer with
“direct access to NSA information associated with Stellar Wind. The NSA
told the OIG that Team 10 members worked at the NSA under the authority
of the NSA Director and as such were required to adhere to NSA
minimization rules and attend the same training as NSA employees. Team
10 members also were provided access to Stellar Wind-related systems and

328 As noted above, our report examines the FBI's role in the Stellar Wind program
and does not review the use of the program by other agencies, such as the CIA. {S//NF}

329 The CAU is organized into ten teams, nine of which are responsible for providing
communications analysis support to specific field offices and FBI Legal Attaches (Legat).
According to an FBI organizational chart, Team 10 supports “Off-site Intelligence
Community Special Projects.” Team 10 was exclusively responsible for managin
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databases, and had access from their comp [ systems such the
Automated Case Support (ACS) system and
~FS/SFEWSHAOCNE

The process undegto disseminate Stellar Wind
I'iiorrnation was similar to the process the FBI established under the-

described in Chapter Three. In short, the NSA provided Top
Secret, compartmented Stellar Wind reports to Team 10, which in turn
converted the information into Secret, non-compartmented
electronic communications (EC) and disseminated the communications,
referred to as B tippers,” to FBI field offices for appropriate
action.330 The-process was applied, with some differences, to
each of Stellar Wind’s three “baskets” of information. The vast majority of
Stellar Wind reports involved the NSA’s analysis of telephony meta data —
that is, basic information such as date, time, and duration, about contacts
between foreign and domestic telephone numbers for which the NSA
determined there was a reasonable articulable suspicion to believe were

related to al Qaeda or an affiliated group.33! {FSASTEW/HSHAOE NE—

Each EC included a paragraph that summarized the
project and explained that the CAU could not disclose the
source of the information contained in the EC, but that the information

came from a “sensitive and highly reliable” source. Each EC also included a

aragraph advising the field offices that the information provided by the
ﬁ source could be used for “lead purposes only” and could not be

“incorporated into any affidavit, court proceeding, FISA application or
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unclassified investigative file.” In addition, each -EC assigned a

“lead” that instructed the field office what investigative action, if any, should
en regarding the information provided. We further describeh

mads and FBI field offices’ handling of them in Section IV of this

chapter. {FS/H/STEW//SHAOG/NE}

Before Team 10 disseminated Stellar Wind-derived information to field
offices, an analyst queried FBI databases for relevant information about the
telephone number, e-mail address, or individual (in the case of a content
report) identified in the Stellar Wind report. These queries often identified,
for example, subscriber information the FBI previously obtained for Stellar
Wind telephone numbers as part of a prior FBI investigation, or active
counterterrorism investigations in which the subscriber to a Stellar
Wind-targeted number was the subject or in which the number, and
sometimes the subscriber, were referenced. Team 10 analysts also checked
public and commercial databases, most commonly in connection with
e-mail addresses. These checks sometimes identified the specific

and any domain names the user of an e-mail address

had registered.

Any such information Team 10 located
about a Stellar Wind-derived telephone number or e-mail address was
included in the EC as a “CAU Comment” or an “Analyst
Comment” to differentiate the FBI information from the information

provided by the Stellar Wind source.332 {TS7/7/STEW/ 7S/ OC/NF)-

Over time, Team 10 began to do more than receive and disseminate
program-derived information. For example, Team 10 occasionally submitted
telephone numbers to the NSA for possible querying against the database
containing the bulk telephony meta data collected under Stellar Wind.333

332 In this respect, Team 10 handled Stellar Wind content reports differently from
meta data reports. Team 10 analysts typically did not perform additional analytical work
on the information provided in Stellar Wind content reports other than to identify any FBI
cases to which the information was relevant. For example, a content report might
summarize intercepted communications indicating that an acquaintance of the subject of
an FBI investigation is traveling to or from the United States. The connection between this
Stellar Wind information and the relevant FBI investigation would be reported in the

Il=C. (7s75TEW A/ SLOC/NE)

333 As described in previous chapters, the purpose of the bulk collection of meta
data under Stellar Wind was to allow the NSA to use analytical tools such as contact
chaining to identify known and unknown individuals associated with
al Qaeda or an al Qaeda affiliate. The technique involves querying the telephony or e-mail
database with a number or address for which an analyst had a “reasonable articulable
suspicion” to believe was used by persons involved in al Qaeda or an al Qaeda affiliate, and

then examining any contacts with that number or address. {FS/STEW-/HSHHOE/NE)
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The telephone numbers Team 10 provided typically were obtained from the
FBI’s domestic and international counterterrorism operations, such as a
number identified during a phone conversation monitored under FISA or a
number found in the address book of a subject arrested abroad. The NSA
conducted independent analysis to determine whether telephone numbers
(or e-mail addresses) provided by Team 10 met the querying standard
established by the Presidential Authorizations that governed Stellar Wind
(that is, a reasonable articulable suspicion to believe that communications
from the telephone number relate to al Qaeda or an affiliated group).33+

FSHSTEW/SH/OENF—

Team 10 also contributed to the NSA’s drafting process for Stellar
Wind reports. Telephone numbers and e-mail addresses identified through
queries of the databases that contained the bulk telephony and e-mail meta
data were reviewed by NSA analysts to determine whether the contacts
should be reported to the FBI in a Stellar Wind report. Team 10
participated in this process by reviewing draft reports and providing any
information from FBI databases that might be relevant to this

determination.335 «{FS//STEW//SHAOC/NF—

We were told that one of the benefits of Team 10’s presence at the
NSA and its involvement in the Stellar Wind report drafting process was an
improvement in the quality of the information disseminated to FBI field
offices. For example, the FBI Supervisory Special Agent (SSA) who
supervised Team 10 from April 2005 to July 2006 told the OIG that he tried
to reduce the NSA'’s reporting of telephone numbers that were several hops
removed from the telephone number linked to al Qaeda or an affiliated
terrorist group. He said that he wanted Team 10 to disseminate “solid
numbers with value,” not numbers with questionable value such as “high

volume numbers” (public telephones, for example) and |GG
The FBI SSA said that the NSA expressed the concern

334 Team 10 analysts submitted such telephone numbers to the NSA electronically
through “Requests for Information,” or RFIs, which is the formal process by which the FBI
and other agencies provide leads and request information from the Stellar Wind database.
FBI records indicate that from April 2002 to January 2006 the FBI directed [ [ | R ERREED

to NSA analysts for possible analysis under Stellar Wind. The records do not

indicate the disposition of each RFI. {FS{/STEW//SH/OG/NE)—

335 The NSA developed formal “checklists” to guide the Stellar Wind report drafting
process for telephony and e-mail tippers. The checklists include over 30 steps that NSA
analysts were required to complete, and a supervisor had to approve, before a report could
be distributed to the FBI or any other Stellar Wind customers (the CIA and National
Counterterrorism Center). A significant feature of the checklist from the FBI’s perspective
was the requirement that NSA analysts check any telephone numbers and e-mail addresses
in a draft report with the FBI and “make best effort to include FBI . . . data in [the] tipper.”
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that it could not foresee whether any particular contact, although remote,
might prevent the next terrorist attack, and did not want to find itself in the
position of defending its decision not to pass that number to the FBI.
However, he said the NSA took several steps to improve the quality of
information such as for the domestic contacts that
were reported and including analytical judgments about the contacts.336

{PSASTLWA/SI//QC/NE)

As discussed in Chapter Five, the government transitioned Stellar
Wind’s bulk e-mail meta data collection (basket 3) to FISA authority in July
2004 with the Pen Register/Trap and Trace Order, bulk telephony meta
data collection (basket 2) in May 2006 with the Section 215 Business
Records Order, and content collection (basket 1) in January 2007 when the
FISA Court granted the government’s domestic and foreign selectors

applications. {TS/7/STEW//SHA0C/NE)-

However, after the transition was completed the NSA continued to
produce reports within the Stellar Wind compartment to the FBI and other
program customers, even though the information contained in the reports
was derived from the FISA-authorized collection activities. Cg ently,
the FBI continued to disseminate the information under th{ﬁ
process. The current Team 10 supervisor told us that this decision, reached
after consultation with the FBI’s Office of the General Counsel (OGC), was
made to adhere to the FISA Court’s continuing requirement that

international terrorism FISA applications be scrubbed for Stellar Wind
information (the procedure for which is described in Section III of this

chapter). TS+ STEN-SHALOCLNE)

The NSA received permission to begin the process to close, or
“de-compartment,” the Stellar Wind program after the Protect America Act
was passed in August 2007. In mid-2008, the NSA officially closed the
program and discontinued issuing “Stellar Wind” reports. In November
2008, the FBI initiated a new investigative file, “ to

disseminate the NSA’s FISA-derived information.337 The Team 10 supervisor

33 The NSA told us that one of the difficulties it faced with the Stellar Wind
program was that the NSA was serving two customers — the FBI and the CIA - but had just
one set of reporting guidelines. This was so because the NSA traditionally does not provide
single-agency reporting except in narrowly defined circumstances.

Bl memorandum explaining the predication for opening the
investigation is on i
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the

told us tha issemination process and the FBI’s ¢
NSA under% is similar to what occurred under
However, one notable difference is that the NSA’s FISA-derived reports,
while classified at the Top Secret/Sensitive Compartmented Information
(TS/SCI) level, are not subject to the highly restrictive Stellar Wind
compartment designation, which is significant from an operational
standpoint. i ECs, likeﬂECs, can only include
information classified Secret or lower because the FBI’s primary computer
network for disseminating communications cannot be used for Top Secret
information. Unlike under_agents in field offices can now
request access to additional information about leads because
agents have the appropriate clearances. As discussed in Chapter Three and
addressed below, the chief criticism o leads was the lack of
detailed information that could be provided to field agents about tippers
because of the highly compartmented nature of Stellar Wind.

| ~FSHSTLWHSHHOC/NE)

II. ’s Decision to Issue National Security Letters :er;F
Wto Obtain Telephone Subscriber Information
From August 2003 to November 2006, as part of the_

process the Communications Analysis Unit (CAU) assumed responsibility
from the field offices for requesting National Security Letters (NSL) to obtain
subscriber information fori telephone number tippers.338_The
NSLs were authorized by the FBI’s OGC and issued pursuant to the
I oroject. As discussed below, however, this practice was contrary to
applicable FBI investigative guidelines because was opened as a
non-investigative file and therefore under FBI policy should not have been
used as the basis for issuing NSLs. S/ NF—

The FBI uses NSLs to obtain information from third parties such as
telephone companies, financial institutions, Internet service providers, and
consumer credit agencies. NSLs, authorized by five specific provisions
contained in four federal statutes, direct third parties to provide customer
account information and transactional records such as telephone toll billing

Fppe— P

338 Field ofer rble for issuing NSLs in connection with e-mail
address tippers, which was likely attributable to the comparatively low volume of e-mail
tippers and the ability of field offices to handle them expeditiously. {S//A}-
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records.33% The OIG issued two reviews in 2007 and 2008 examining the
FBI’s use of NSLs.340 (U)

Justice Department investigative guidelines issued by the Attorney
General govern the circumstances under which the FBI may use NSLs. The
Attorney General guidelines in effect during the Stellar Wind program
authorized the FBI to issue NSLs relevant to and in the course of an
authorized national security investigation.341 Further, FBI internal policy
distinguishes between “investigative files” and non-investigative
“administrative files” (commonly referred to as “control files”). This
distinction is not a mere technicality. Investigative files, in the national
security context, are opened based on evidence that a person, group, or
organization is involved in international terrorism. From October 2003 to
September 2008, the Attorney General Guidelines required the FBI to
provide summary reports to the Justice Department at the end of each year

339 The four federal statutes are the Right to Financial Privacy Act, 12 U.S.C.
§8 3401-3422; the Electronic Communications Privacy Act (ECPA), 18 U.S.C. § 2709; the
Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq.; and the National Security Act, 50
U.S.C. § 436(a)(1) (2000). NSLs issued under]lllll-clicd on the ECPA statute, which
provides that the FBI may obtain subscriber information from a communications service
provider if the FBI certifies that the information sought is

relevant to an authorized investigation to protect against international
terrorism or clandestine intelligence activities provided that such an
investigation of a United States person is not conducted solely on the basis
of activities protected by the first amendment to the Constitution of the
United States.

18 U.S.C. § 2709(b)(2) (2000 & Supp. IV 2005). The statute also permits access to “toll
billing records” or “electronic communication transactional records,” 18 U.S.C. § 2709(a),
but requires a warrant for access to the content of telephone communications. See 18
U.S.C. § 2511 (Wiretap Act) and 3121 (Pen Register Act); see also 18 U.S.C. § 2702(b)(8)

©)

340 The OIG’s first report on NSLs, issued in March 2007, was entitled, A Review of
the Federal Bureau of Investigation’s Use of National Security Letters. The OIG’s second
report, issued in March 2008, was entitled, A Review of the FBI’s Use of National Security
Letters: Assessment of Corrective Actions and Examination of NSL Usage in 2006. (U)

341 From March 8, 1999, through October 31, 2003, national security investigations
were governed by the Attorney General’s Guidelines for FBI Foreign Intelligence Collection
and Foreign Counterintelligence Investigations (FCI Guidelines). The FCI Guidelines were
replaced, effective October 31, 2003, with the Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligenice Collection (NSI Guidelines). (U)

The evidentiary standard for initiating an 1nvest1gat10n is the same ungg

A preliminary investigation (or
“inquiry,” under the FCI guidelines) requires only a showing of]
of such involvement. See NSI Guidelines, Section II.C. (October 31, 2003); FCI Guidelines,
Section IlI.B. (March 8, 1999). TS7//NF-
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a full national security investigation continues. These requirements helped
ensure that there was sufficient, documented predication for investigative
activities FBI agents sought to conduct, such as requesting NSLs. {(S//NE}-

Control files, in contrast, are “separate files established for the
purpose of administering specific phases of an investigative matter or
program.” The files do not require any predication and remain open
indefinitely without any reporting requirements for national security
investigati ple, the September 2002 EC requesting that a
control file be opened for Stellar Wind information stated that
“a dedicated control file for this project will better serve the specific needs of
the special project and will add an additional layer of security for the
source.” The file has remained open since September 2002 without any
ofﬁmal documentation of need or j i (As discussed below, in

er 2006 the FBI opened anW investigative file; however,
control file was not closed at that time.)

Intelligence Program (NFIP) Manual states

342 Thus, in accordance with the NFIP Manual, it was
improper for the FBI to issue NSLs from control files during the Stellar Wind

program. —{S7/NFy-

The OIG’s March 2007 NSL report identified the project as
one of two circumstances where the FBI was using control files rather than
investigative files to issue NSLs. The OIG report concluded that this use
was contrary to FBI policy. However, our report also fo e CAU
officials involved in the decision to issue NSLs from the“control
file conclud ith that the FBI had sufficient predication either to
connect the NSLs with existing preliminary or full investigations

of al Qaeda and affiliated groups or to open new preliminary or full
investigations in compliance with Justice Department investigative

guidelines. {S//NE)}—
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As part of our review of the FBI’s participation in ind. we
sought additional explanation for the use of NSLs undew We
were told the purpose of having the CAU instead of the field offices obtain
approval for the issuance of such NSLs was to make the telephony tippers
more “actionable” by ensuring that field offices at a minimum knew the
subscg rs. As described in Chapter Three, the members
of the (the predecessor to m received
complaints from agents in FBI field offices that leads lacked
direction about how to make investigative use of the telephone numbers and
did not provide sufficient information to open national security

investigations. This was problematic bec disseminated under the
— and for a time under instructed field
offices to obtain subscriber information for tipped telephone numbers.

Thus, if agents could not locate the information in FBI or commercial
databases, they faced a dilemma about how to proceed in the absence of

what they viewed as sufficient predication. {FS//ASTEWHSH-AOE/NF—

The CAU'’s first Unit Chief (who served in an Acting capacity)
discussed the problem in an EC distributed in January 2003 that addressed
the NN oroicct. The EC stated,

Depending on the nature of the information provided [in an
lead], field offices may determine this intelligence
could be used to predicate either a criminal investigation or an
intelligence investigation of someone in their territory. Some of
the_leads may contain a request for a field office to
confirm a subscriber in their territory, if possible, in addition to
providing intelligence. The identification of some subscribers
might actually require a National Securi (NSL) or a
Grand Jury subpoena; however, theWcontrol file
would not be the appropriate legal authority for these requests.

—(S/NE)

The Acting Unit Chief’s supervision of the CAU ended in February
2003. In March 2003, another FBI Supervisory Special Agent (SSA) was
appointed as the CAU’s first permanent Unit Chief. He told us that when he
joined the CAU he was aware that field offices sometimes did not obtain
subscriber information on tippers because some agents did not believe

ECs provided sufficient information to open a national security

investigation. The Unit Chief disagreed, based in part on his insider
knowledge about how Stellar Wind operated. He said that he believed the




